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This publication of Air Force Instruction (AFI) 31-401 aligns guidance with the current Air Force and
DoD policy established by EO 12958, and the Federa Register Part V1, Office of Management and Bud-
get, 32 CFR Part 2001, Information Security Oversight Office; Classified National Security Information;
Final Rule, 13 Oct 96. .1t contains Air Force (AF) unique guidance needed to supplement Air Force Pol-
icy Directive (AFPD) 31-4, Information Security; Executive Order (EO) 12958, Classified National Secu-
rity Information, 20 Apr 95; Office of Management and Budget (OMB), Information Security Oversight
Office (1SO0O) Directive Number 1, Classified National Security Information, 13 Oct 95; and, Department
of Defense (DOD) 5200.1-R, Information Security Program, 17 Jan 97, for the management of the Air
Force Information Security Program. Additional references include DOD Instruction (DODI) 5240.11,
Damage Assessments, 23 Dec 91; and, DOD Directive (DODD) 5210.83, Unclassified Controlled
Nuclear Information (UCNI), 15 Nov 91. All these references are listed at the end of each paragraph
where applicable. HQ USAF/XOF is delegated approval authority for revisions to this AFI.

SUMMARY OF REVISIONS

Thisrevision incorporates Interim Changes 2000-1 and 2000-2. It delegates approval authority for revi-
sions to this AFI (purpose paragraph); updates the office of primary responsibility; updates the table of
contents to reflect changes; updates security classification guide distribution addresses (paragraph 2.4.2.);
tells users in what form to submit electronic versions of security classification guides (paragraph 2.4.3.);
adds a requirement for origina classification authorities to include a statement in security classification
guides regarding release of program data on the World Wide Web (paragraph 2.4.5.); completely revises
Section 4B to include guidance on marking classified audio and video tapes; implements a standard level
of security for protecting classified material and components on aircraft (paragraph 5.16); replaces the
security education chapter to implement the new security education requirements (Chapter 8); and, adds
the Air Force Information Security Program Training Standard (Attachment 7). See the last two attach-
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Chapter 1

POLICY AND PROGRAM MANAGEMENT

1.1. Policy. ItisAir Force policy to identify, classify, downgrade, declassify, mark, protect, and destroy
its classified information and material consistent with national policy. This genera policy statement also
applies to unclassified controlled information under the purview of relevant statutes, regulations and
directives. [Reference DoD 5200.1-R, Chapter 1, Section 1]

1.2. Philosophy. Protecting information is critical to mission accomplishment. Thegoal of the Informa-
tion Security Programisto efficiently and effectively protect Air Force information by delegating author-
ity to the lowest level s possible; encouraging and advocating use of risk management principles; focusing
on identifying and protecting only that information that requires protection; integrating security proce-
dures into our business processes so that they become transparent; and, ensuring everyone understands
their security roles and responsibilities and takes them seriously.

1.3. Program Management. The strength of the Air Force Information Security Programisinitsinfra
structure. The infrastructure is important because it facilitates effective communication of our security
policies and procedures to those performing the Air Force mission. With the support of commanders at all
levels, this is accomplished predominantly through our Information Security Program Manager (1SPM)
and security manager system. Both play an integral role in ensuring unit personnel know and understand
their role in protecting classified information against unauthorized disclosure. [ Reference DoD 5200.1-R,
Chapter 1, Section 2]

1.3.1. Senior Security Official. The Administrative Assistant to the Secretary of the Air Force (SAF/
AA) isdesignated the Air Force Senior Security Official responsible for ensuring implementation of
the Information Security Program.

1.3.2. Air Force Program Manager. The Chief, Information Security Divison (HQ USAF/XOFI) is
responsible for policy, resource advocacy, and oversight of this program.

1.3.3. Commanders of Mg or Commands (MAJCOM), Direct Reporting Units (DRU), Field Operat-
ing Agencies (FOA), and Installations. These commanders are responsible for:

1.3.3.1. Establishing information security programs.
1.3.3.2. Identifying requirements.
1.3.3.3. Executing their programs to comply with this policy.

1.3.4. Information Security Program Managers (I1SPM). The Chief of Security Forces, senior security
forces official or Director/Chief of Acquisition Security is designated the [ISPM at every level of com-
mand, as appropriate. 1SPMs:

1.3.4.1. Manage Information Security Program implementation.
1.3.4.2. Provide oversight within their jurisdiction.
1.3.4.3. Provide and monitor training as required by Chapter 8 of this AFI.

1.3.5. Unit Commanders or Equivalents. These commanders or equivalents will:
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1.3.5.1. Appoint a primary and at least one alternate security manager to administer the unit’s
information security program.

1.3.5.2. Ensure security managers receive required training according to Chapter 8.
1.3.5.3. Execute their programsto comply with this policy.

1.3.6. Security Managers.
1.3.6.1. Set up the Information Security Program within their unit or staff agency.
1.3.6.2. Develop and update a unit security operating instruction.

1.3.6.3. Advisethe unit commander or staff agency chief on security issues pertaining to the unit
or staff agency.

1.3.6.4. Attend ISPM hosted security manager meetings.
1.3.6.5. Update and remind personnel of security policies and procedures.
1.3.6.6. Overseethe unit or staff agency self-inspection program.

1.3.6.7. Report security incidentsimmediately to the ISPM through their unit commander or staff
agency chief.

1.3.6.8. Assist the unit commander or staff agency chief and |SPM in monitoring security incident
investigations.

1.3.6.9. Participating in security education training as defined in Chapter 8.
1.3.7. Supervisors.

1.3.7.1. Establish criteria, evaluate, and rate Air Force employees on their performance of secu-
rity responsibilities. [Reference DoD 5200.1-R, Paragraph 1-202g]

1.3.7.1.1. Officer. See AFI 36-2402, Officer Evaluation System, paragraph 1.2.7.

1.3.7.1.2. Enlisted. See AFI 36-2403, The Enlisted Evaluation System (EES), paragraphs
1192

1.3.7.1.3. Civilian. See AFI 36-1001, Managing the Civilian Performance Program, para
graph 1.4.

1.3.7.2. Provide and ensure training as directed in Chapter 8 of this AFI.

1.3.8. Sensitive Compartmented Information (SCI). The Director of Intelligence Surveillance and
Reconnaissance (HQ USAF/XOI) isresponsible for SCI policy.

1.3.9. Foreign Disclosure. The Deputy Under Secretary of the Air Force, International Affairs, (SAF/
IA), 1080 Air Force Pentagon, Washington DC 20330-1080, oversees the release of Air Force classi-
fied information to foreign governments, persons, and international organizations.

1.3.10. Historian. The Air Force Historian (HQ USAF/HO), 500 Duncan Avenue, Box 94, Bolling
AFB DC 20332-1111, approves or disapproves historical researchers access to classified information.
[ Reference DoD 5200.1-R, Paragraph 6-201d)]
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1.4. Overdight. In addition to using metrics for evaluating the effectiveness of the Information Security
Program (see paragraph 1.7.), these oversight practices will be implemented [ Reference DoD 5200.1-R,
Chapter 1, Section 7]:

14.1. MAJCOM, DRU, and FOA ISPMs will incorporate information security issues into Inspector
Generd (I1G) inspections/reviews. In addition MAJCOM, DRU, and FOA personnel may conduct
security assistance visits upon request from the unit.

1.4.2. Baselevel ISPMswill conduct program reviews on an annual basis. EXCEPTION: Conduct
program reviews every two years of activities or units that do not store classified information.

1.4.3. Unit commanders and equivalents involved with processing or holding classified information
ensure personnel conduct semiannual security self-inspections to evaluate information security pro-
gram effectiveness. EXCEPTION: Activities with a small volume of classified material may work
with the ISPM to develop an oversight schedule consistent with risk management principles.

1.4.3.1. Security managers should not conduct self-inspections themselves but have othersin the
unit perform them.

1.5. Special Typesof Information. [Reference DoD 5200.1-R, Chapter 1, Section 3]
1.5.1. Redtricted Data. [Reference DoDD 5210.2 and DoD 5200.1-R, Paragraph 1-300]

1.5.1.1. General. Thistype of Restricted Data is described and governed by DoDD 5210.2,
Access to and Dissemination of Restricted Data, 12 Jan 78. Air Force personnel will mark and
safeguard Restricted Data according to DoDD 5210.2. Air Force certifying officials are listed in
Attachment 2. These officials are responsible for certifying access to Restricted Data using DoE
Form 5631.20, Request for Visit or Access Approval (see paragraph 5.7.1.2.). They may dele-
gate this authority to the level they deem necessary for operational efficiency. Officias delegated
the authority will sign “For” the access granting official asidentified in Attachment 2. Air Force
personnel may obtain DoE Forms 5631.20 from the DoE activity they are visiting.

1.5.1.1.1. Activities must notify HQ USAF/XOFI through command ISPM channels of
changes to the list of certifying officials (Attachment 2) as they occur. When doing so, they
must also provide the position title, activity and office symbol of the affected party. NOTE:
When the change involves an activity name change, access granting officials will sign forms
authorizing access using the current activity name and a note that identifies the activity it
superseded until the list of officialsis updated.

15.1.1.2. MAJCOM, DRU, and FOA ISPMs maintain alist of certifying officials and their
designeeswho can sign these requests. | SPMs must notify HQ USAF/XOFI of any changesto
thelist. HQ USAF/XOFI will periodically update amaster list (Attachment 2) and distribute
it to DoE and MAJCOM, DRU, and FOA ISPMs for their information.

1.5.1.2. Critical Nuclear Weapon Design Information (CNWDI). Thistype of Restricted Datais
particularly sensitive and access is limited to the minimum number of people who need it to do
their job.

15.1.2.1. CNWDI Approving Officials. These officials are responsible for granting CNWDI
access. Thisauthority isassigned to division chiefs and above at all levels of command.
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1.5.1.3. Granting Access. Approving officials will ensure access and briefings are documented
on AF Form 2583, Request for Personnel Security Action (available on the Air Force Electron-
ics Publications Library (AFEPL)).

1.5.1.4. Protection. Air Force personnel will protect CNWDI in the same manner prescribed for
collateral classified information. This includes limiting access to containers storing CNWDI to
only those personnel who have been granted CNWDI access. [ Reference DoD 5200.1-R, Chapter
1, Section 3]

1.5.2. North Atlantic Treaty Organization (NATO). [Reference DoD 5200.1-R, Paragraph 1-303]

15.2.1. HQ USAF/XOFI isresponsible for overall development, approval, and implementation
of NATO security policy within the Air Force.

15.2.2. HQ USAFE/SF isresponsible for developing and recommending NATO security policy
for implementation within the Air Force.

1.6. Exceptional Situations.

1.6.1. Request for Waivers. Commanders send requests to waive provisions of AFPD 31-4, DoD
5200.1-R, or this AFI through command ISPM channels to HQ USAF/XOFI. FOAs also coordinate
their requests with their respective functional head of secretariat or air staff office. [Reference DoD
5200.1-R, Chapter 1, Section 4]

1.7. Reporting Requirements. [Reference DoD 5200.1-R, Paragraph 1-600]

1.7.1. MAJCOM, FOA, and DRU ISPMs will submit the SF Form 311, Agency Information Secu-
rity Program Data (available at http://www.gsa.gov/forms), report to HQ USAF/XOFI. HQ USAF/
XOFI will tell ISPMs when to submit them. Interagency Report Control Number 0230-GSA-AN
applies to thisinformation collection requirement.

1.7.2. Management Information System (MIS) Reporting. AFPD 31-4 requires al activities to send
their measurement data, through command |SPM channels, to HQ USAF/XOFI via Report Control
Symbol (RCS): HAF-SFI(SA)9222, The Information Security Measurement Report. [ Reference
AFPD 31-4]

1.8. Administrative Sanctions.

1.8.1. Send reports through command ISPM channelsto HQ USAF/XOFI when someone knowingly,
willfully, or negligently discloses classified information to unauthorized individuals as specified in
EO 12958. [Reference DoD 5200.1-R, Chapter 1, Section 5]

1.8.2. Air Force commanders and staff agency chiefs report unauthorized disclosures of classified
information that violate criminal statutes to their servicing ISPM and Air Force Office of Special
Investigations (AFOSI) offices. [Reference DoD 5200.1-R, Chapter 1, Section 5]

1.9. Self-Inspection. See paragraph 1.4. of this AFI [ Reference DoD 5200.1-R, Chapter 1, Section 7] .

1.10. FormsPrescribed. These forms are prescribed throughout this AFI and are available through the
Air Force Publications Distribution system: AF Form 54, Classified Computer Deck Cover Sheet; AF
Form 143, Top Secret Register Page; AF Form 144, Top Secret Access Record and Cover Sheet; AF
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Form 310, Document Receipt and Destruction Certificate; AF Form 1565, Entry, Receipt, and

Destruction Certificate; AF Form 2587, Security Ter mination Statement; and, AF Form 2595, Classi-
fied Protection Insertion Sheet.
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Chapter 2
ORIGINAL CLASSIFICATION

2.1. Original Classification Authority: [Reference DoD 5200.1-R, Chapter 2, Section 2]

2.1.1. The Secretary of the Air Force serves as the original classification authority (OCA) and may
further delegate this authority.

2.1.2. Theprocess for delegating OCA authority is asfollows:
2.1.2.1. Secretary of the Air Force delegates Top Secret, Secret, and Confidential authority.

2.1.2.2. The Administrative Assistant to the Secretary of the Air Force delegates Secret and Con-
fidential authority.

2.1.2.3. All requests for the delegation of original classification authority will be forwarded
through command ISPM channels to the Chief, Information Security Division, HQ USAF/XOFI,
1340 Air Force Pentagon, Washington, DC 20330-1340, for processing.

2.1.2.3.1. Addressrequests for original Top Secret authority to the Secretary of the Air Force.

2.1.2.3.2. Address requests for original Secret and Confidential authority to the Administra-
tive Assistant to the Secretary of the Air Force.

2.1.2.4. All requests will contain the full position title, functional office symbol, and a detailed
explanation of why the position requires original classification authority.

2.1.3. HQ USAF/XOFI will maintain the master list of Air Force OCAs. Annually, HQ USAF/XOFI
will request OCA validation from the MAJCOMSs, FOASs, and DRU ISPMs. Also, submit requests for
changes or new requests through command ISPM channels as they occur. See paragraph 8.5. for
training requirements.

2.2. Classification Prohibitions and Limitations

2.2.1. The OCA having jurisdiction over the subject matter determinesif information requested under
the Freedom of Information Act (FOIA) or the mandatory declassification review provisions of E.O.
12958 should be declassified. [Reference DoD 5200.1-R, Paragraph 2-402¢]

2.3. Classification Challenges. [Reference DoD 5200.1-R, Chapter 4, Section 9]

2.3.1. Send challenges to classification of Air Force information, in writing, to the OCA with juris-
diction over the information in question.

2.3.1.1. The OCA will monitor, record, and resolve all challenges to classification decisions.

2.3.1.2. Challenges to classification decisions will be processed separate from all Freedom of
Information (FOIA) and Privacy Act (PA) requests unless the challenger specifically cites these
authorities for obtaining the information.

2.3.2. Send challenges to classification of non-Air Force originated information, in writing, to the
OCA with jurisdiction over theinformation in question with an information copy to HQ USAF/XOFI.
This office will assist in the coordination process.
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2.3.3. Challenges to reclassification decisions are sent through command ISPM channels to HQ
USAF/XOFI.

2.3.4. All classified information undergoing a challenge or a subsequent appeal will remain classified
until afinal resolution is reached.

2.4. Classification Guides. OCAs are to publish classification guides to facilitate the proper and uni-
form derivative classification of their information. NOTE: In some cases, OCAs may determine that pub-
lishing classification guidance in other forms is more effective, i.e., program protection plans, system
protect guides, Air Force instructions. In these cases, the applicable publication will be considered the
guide and the reporting requirements in paragraph 2.4.2. till apply. [Reference DoD 5200.1-R, Chapter
2, Section 5]

2.4.1. The responsible OCA will ensure the guide is current and reflects accurate classification
instructions at all times. All guides will be reviewed at |east once every two years.

2.4.2. The OCA will report publication of or changes to security classification guides to the Admin-
istrator, Defense Technical Information Center (DTIC) using Department of Defense (DD) Form
2024, DaD Security Classification Guide Data Elements (available at
http://webl.whs.osd.mil/icdhome/DDEFORMSHTM) and to HQ USAF/XOFI. OCAs must also
forward a copy of the applicable publication or change to [Reference DoD 5200.1-R, Paragraph
2-502¢€]:

2.4.2.1. HQ USAF/XOFI, 1340 Air Force Pentagon, Washington DC 20330-1340.
2.4.2.2. HQ AFDOICC, 1720 Air Force Pentagon, Washington, DC 20330-1720.
2.4.2.3. HQ AFHRA/RSA, 600 Chennault Circle, Maxwell AFB AL 36112.
24.2.4. SAF/PAS, 1690 Air Force Pentagon, Washington, DC 20330-1690.

2.4.2.5. DTIC, Attention: DTIC-OCP, 8725 John J. Kingman Road, Suite 944, Ft. Belvoir, VA
22060-6218.

2.4.3. Within 180 days of the publication of this AFI, each OCA will provide an electronic version of
their classification guidance (i.e., Security Classification Guides (SCGs), AFIs, Correspondence) to
the addressees listed in paragraph 2.4.2. This will facilitate the development of an interactive, key
word searchable database. Electronic copies must be done in Microsoft Word 97 and saved to a 3.5”
diskette asa.pdf file. If this capability isnot yet available, annotate “//SIGNED//” above the signature
element and add the date the original was signed.

2.4.4. HQ USAF/XOFI will maintain the master list of all Air Force classification guides.

2.4.5. Each OCA will revise their security classification guides to include an advisory statement in
the Release of Information section:

2.4.5.1. Releaseof Program Data on the World Wide Web. Extreme care must be taken when con-
sidering information for release onto publicly accessible or unprotected World Wide Web sites. In
addition to satisfying all of the aforementioned approval provisions, owners and/or releasers of
information proposed for such release must ensure that it is not susceptible to compilation with
other information to render sensitive or even classified data in the aggregate. The search and data
mining capabilities of Web technology must be assessed from a risk management perspective.
Information intended for publication on publicly accessible or unprotected web sites must be
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cleared for public release prior to publication according to AFI 35-101. If there are any doubts, do
not release the information.
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Chapter 3
DECLASSIFYING AND DOWNGRADING INFORMATION

3.1. Declassification and Downgrading Officials. Within the Air Force the following positions have
been delegated the authority to declassify or downgrade classified information. This authority extends to
information for which the specific declassification official has classification, program, or functional
responsibility. [Reference DoD 5200.1-R, Chapter 4, Section 1]

3.1.1. All Air Force Original Classification Authorities.

3.1.2. SAF/PAS. Chief, Officefor Security Review, Office of Public Affairs, Office of the Secretary
of the Air Force, 1690 Air Force Pentagon, Washington, DC, 20330-1690. See AFI 31-205, Air Force
Security and Policy Review Program, for guidance on use of this authority.

3.1.3. HQ USAF/XOFI. Chief, Information Security Division, Directorate of Security Forces, 1340
Air Force Pentagon, Washington, DC 20330-1340.

3.1.4. AFDO, Chief, Reserve Declassification Team, 2221 South Clark Street, Suite 600, Arlington
VA 22202. Thisauthority is delegated to AFDO on a case-by-case basis by SAF/AA.

3.1.5. AFHSO/CC. Commander, Air Force History Support Office, 500 Duncan Avenue, Box 94,
Bolling AFB DC 20332-1111. Thisauthority only applies to historical documents under the jurisdic-
tion of HQ USAF/HO and after obtaining classification recommendations from the functional owners
of theinformation.

3.1.6. AFHRA/CC. Commander, Air Force Historical Research Agency, 600 Chennault Circle, Max-
well AFB, AL, 36112-6424. This authority only appliesto historical documents under the jurisdiction
of HQ USAF/HO and after obtaining classification recommendations from the functional owners of
the information.

3.2. Automatic Declassification. All Air Force activitiesthat possess classified information whichis 25
years old or older and has been declared to be of permanent historical value must perform declassification
reviews on the information before 15 April 2000. [ Reference DoD 5200.1-R, Chapter 4, Section 3]

3.2.1. The Air Force Twenty Five Year Automatic Declassification Plan provides specific policy and
guidance on performing automatic declassification reviews within the Air Force. See Attachment 4.

3.2.2. The process of automatic declassification will evolve into systematic declassification after
April 2000. New guidance will be published prior to that date. For planning purposes, it is the intent
of the Air Force to declassify all permanently valuable records prior to accessioning them to the
National Archives.

3.3. Mandatory Declassification.

3.3.1. Send all requests for mandatory declassification review (MDR) to 11 CS/SCSR (MDR), 1000
Air Force Pentagon, Washington DC 20330-1000

3.3.2. Send appeals to MDR decisions through 11 CS/SCSR (MDR) to SAF/AA, the Air Force
Appellate Authority for MDRs.
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Chapter 4
MARKING
Section 4A—General Provisions

4.1. General. Air Force personnel who originally and derivatively classify information will mark those
products according to DoD 5200.1-R. They may also use DoD 5200.1-PH, Marking Classified Docu-
ments, to guide them through the process. [Reference DoD 5200.1-R, Chapter 5, Section 1]

Section 4B—Specific Markings on Documents [Reference DOD 5200.1-R, Chapter 5, Section 2]

4.2. Reason for Classification. In the case of exempted information, the reason(s) for classification
must be consistent with the exemption category(ies). [ Reference DOD 5200.1-R, Paragraph 5-203]

4.3. Declassification I nstructions. The exemption category(ies) must be consistent with the reason(s)
used for classifying the information. [Reference DOD 5200.1-R, Paragraph 5-204]

4.4. Marking Waivers. Requesters send requests for marking waivers through command ISPM chan-
nels to HQ USAF/XOFI. For Special Access Program (SAP) marking requirements, send requests
through command SAP channels to SAF/AAZ. [ Reference DOD 5200.1-R, Paragraph 5-206d]

4.5. Special Control and Similar Notices. [Reference DOD 5200.1-R, Paragraph 5-208]

4.5.1. Communications Security (COMSEC). See AFI 33-211, Communications Security (COM-
SEC) User Requirements, for additional guidance on marking COMSEC media. [Reference DOD
5200.1-R, Paragraph 5-208d]

4.5.2. Technical Documents. See AFI 61-204, Disseminating Scientific and Technica Information,
for guidance on disseminating technical documents. [Reference DOD 5200.1-R, Paragraph 5-208e]

45.3. SAPs. See AFI 16-701, Special Access Programs, for additional guidance on SAP documents.
[Reference DOD 5200.1-R, Paragraph 5-208f]

4.5.4. Other Special Notices. See Attachment 2 for references. [Reference DOD 5200.1-R, Para-
graph 5-208h]

4.6. Audio and Video Tapes. Personnel responsible for marking and maintaining original classified
audio and video tapes that document raw test data do not need to include footers/headers showing the
applicable classification markings. However, the required classification markings must be placed on the
outside of the container and reel. All copies made from the original tapes must include headers/footers
that show the applicable classification markings. Thiswill help ensure that valuable historical test datais
not inadvertently erased during the classification marking process. [Reference DOD 5200.1-R, Para-
graphs 5-404 and 5-405]

4.7. Removable AlS Storage Media. Personnel use SF Form 706, Top Secret ADP Media Classifica-
tion Label; SF Form 707, Secret ADP Media Classification Label; SF Form 708, Confidential ADP
Media Classification Label; SF Form 711, ADP Data Descriptor Label, on removable AlS storage
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media. These are available through the Air Force Publications Distribution system. [Reference DOD
5200.1-R, Paragraphs 5-407 and 5-409a-b]

4.8. Intelligence. [Reference DOD 5200.1-R, Paragraph 5-410]

4.8.1. See AFI 14-302, Control, Protection, and Dissemination of Sensitive Compartmented | nforma-
tion, for Air Force policy on intelligence. [Reference DOD 5200.1-R, Paragraph 5-410a-b]

4.8.2. The Specia Security Office (SSO) isthe focal point for release and dissemination of SCI. The
Director of Central Intelligence Directive 5/6, Intelligence Disclosure Policy, provides criteria for
release of intelligence to foreign officials. [Reference DOD 5200.1-R, Paragraph 5-410c]
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Chapter 5
SAFEGUARDING
Section 5A—Control Measures

5.1. General. The Air Force will control and account for classified information as described in para-
graph 5.11. of thisinstruction. [Reference DoD 5200.1-R, Paragraph 6-100a]

5.2. Reserve Component Participation In Security Planning. Reserve components should be
included early on in the security planning phase for weapon systems that will be directly released to and
operated by reserve forces.

5.3. Working Papers. Originators must also show their name, organization, and office symbol on clas-
sified working papersin indelible ink. [Reference DoD 5200.1-R, Paragraph 6-101]

Section 5B—Access

5.4. Granting Accessto Classified I nformation. Personnel who have authorized possession, knowl-
edge, or control of classified information grant individuals accessto classified information when required
for mission essential needs and when the individual has the appropriate access level according to AFI
31-501; has signed an SF 312, Classified Information Nondisclosure Agreement (available on the
AFEPL); and, has a need to know the information. Those granting access to classified information must
gainthe originator’s approval before releasing the information outside the Air Force or as specified by the
originator of the material. Also see paragraph 5.6.1.1. of this AFIl. [References DoD 5200.1-R, Para-
graph 6-200, and EO 12958, Section 4.2(b)]

5.4.1. Confirm an Individual’s Access Level. Those granting access to classified information will
confirm a person's access level by:

5.4.1.1. Checking the person's access level on the Automated Security Clearance Approval Sys-
tem (ASCAYS) roster or Sentinel Key (ASCAS successor) clearance record. This only applies to
Air Force employees (See AFI 31-501);

5.4.1.2. Confirming it through the employee's security manager, supervisor, or commander;

5.4.1.3. Checking the access level on a person's temporary duty (TDY) or permanent change of
station (PCS) orders; or,

5.4.1.4. Receiving avisit request from the visitor's security manager or supervisor. See paragraph
5.7.2. for further guidance.

5.5. Nondisclosure Agreement (NdA). Signing the NdA is a pre-requisite for obtaining access (see
paragraph 5.4.). Unit commanders, staff agency chiefs, or designated personnel are responsible for ensur-
ing their employees have signed one by checking the Automated Security Clearance Approval System
(ASCAYS) or the employee’s personnel records. If they have not signed one, those responsible use DoD
5200.1-PH-1, Classified Information Nondisclosure Agreement (Sandard Form 312) Briefing Pamphlet,
to brief people on the purpose. Also see DoD 5200.1-R, paragraph 9-200b for training requirements.
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NOTE: When the employee’'s access level is passed to another office or activity, that office or activity can
assume the employee has signed one.

5.5.1. Retention. The following organizations will retain NdAs for 50 years.

5.5.1.1. For active military members, security managers send NdAsto HQ AFPC/DPSRI 1, 550 C
S., W, Suite 21, Randolph AFB, TX 78150-4723.

5.5.1.2. For reservists, security managers send NdAs to HQ ARPC/DSMPM, 6760 E. Irvington
Place, #4450, Denver, CO 80280-4450.

5.5.1.3. For retired general officers receiving access under the provisions of AFI 31-501 and who
do not already have a signed NdA in their retired file, ISPMs send NdAs to HQ AFPC/DPSRS,
550 C St., W, Suite 21, Randolph AFB TX 78150-4723.

5.5.1.4. For Air Force civilians, the servicing civilian personnel office files the NdA in the per-
son's official personnel file.

5.5.1.5. For persons outside the Executive Branch who receive access according to paragraph
5.6., the servicing ISPM to the activity granting access will file the NdA. They must retain them
for 50 years.

5.5.2. When To Sign.
5.5.2.1. Unit commanders and staff agency chiefs may alow their people 30 daysto sign aNdA.
5.5.2.2. Air Reserve and the Guard may allow their people eight training daysto sign.
5.5.3. Refusal To Sign. When a person refusesto sign a NdA, the commander:
5.5.3.1. Recordsthe fact the person refused to sign it.
5.5.3.2. Deniestheindividual access to classified information.

5.5.3.3. Takes steps to deny or revoke the person’s security clearance eligibility by setting up a
Security Information File according to AFI 31-501.

5.6. Access by Persons Outside the Executive Branch.

5.6.1. Policy. MAJCOM, DRU, and FOA commanders and heads of Secretariat or Air Staff offices
or their designees authorize individuals outside the executive branch to access Air Force classified
material as follows unless otherwise provided in DoD 5200.1-R, paragraph 6-201. [Reference DoD
5200.1-R, Paragraph 6-201]

5.6.1.1. Authorizing Officials (those cited in paragraph 5.6.1. above) may grant access once they
have:

5.6.1.1.1. Gained release approval from the originator or owner of the information.

5.6.1.1.2. Determined the individual has a current favorable personnel security investigation
as defined by AFI 31-501 and a check of the Defense Clearance and Investigations I ndex
(DCII) and alocal files check (LFC) shows there is no unfavorable information since the pre-
vious clearance. A LFC must be processed according to AFI 31-501. EXCEPTION: In cases
where there is no current personnel security investigation as defined in AFl 31-501, MAJ-
COM, DRU, and FOA commanders and heads of Secretariat or Air Staff offices may request a
National Agency Check (NAC) and grant access up to the Secret level beforethe NAC iscom-
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plete when there is a favorable LFC and the 497 I G/INS confirms there is no unfavorable
information on the individual in the DCII.

5.6.1.1.3. Determined granting access will benefit the government.
5.6.1.2. Requests for access must include:
5.6.1.2.1. The person’s name, date and place of birth, and citizenship.
5.6.1.2.2. Place of employment.
5.6.1.2.3. Name and location of installation or activity where the person needs access.
5.6.1.2.4. Level of access required.
5.6.1.2.5. Subject of information the person will access.
5.6.1.2.6. Full justification for disclosing classified information to the person.

5.6.1.2.7. Comments regarding benefits the U.S. Government may expect by approving the
request.

5.6.1.3. The authorizing official will coordinate the processing of the NAC request with the near-
est Air Force authorized requester of investigations.

5.6.1.4. Individuals with approval must sign aNdA before accessing information. Upon comple-
tion of access, individuals must sign an AF Form 2587, Security Termination Satement.

5.6.2. Congress. See AFI 90-401, Air Force Relations with Congress, for guidance when granting
classified access to members of Congress, its committees, members, and staff representatives. [ Refer-
ence DoD 5200.1-R, Paragraph 6-201a]

5.6.3. Government Printing Office (GPO). The GPO processes and confirms their personnel’s
access. [Reference DoD 5200.1-R, Paragraph 6-201b]

5.6.4. Representatives of the Genera Accounting Office (GAO). See AFI 65-401, Relationswith the
General Accounting Office, for access requirements. [Reference DoD 5200.1-R, Paragraph 6-201c]

5.6.5. Historical Researchers. AFHSO isthe authority for granting access to historical researchers on
behalf of the Air Force Historian (HQ USAF/HO). [Reference DoD 5200.1-R, Paragraph 6-201d]

5.6.5.1. General. Requestsfor classified access by historical researcherswill be processed only in
exceptional cases wherein extraordinary justification exists. Access will be granted to the
researcher only if the records cannot be obtained through available declassification processes (i.e.,
the FOIA and MDR processes) and when the access clearly supportsthe interests of national secu-
rity.

5.6.5.2. Providing Access.

5.6.5.2.1. Theresearcher must apply to AFHSO inwriting for the access. The application will
fully describe the project including the sources of documentation that the researcher wants to
access.

5.6.5.2.2. If AFHSO accepts the request for access, they will provide the researcher with writ-
ten authorization to go to the nearest Air Force installation security office to fill out the neces-
sary paperwork for a national agency check (NAC) according to AFI 31-501.
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5.6.5.2.3. If the results of the NAC are favorable and AFHSO approves access, the researcher
must sign a SF 312 and an agreement to submit any notes and manuscript(s) for security and
policy review (AFl 35-205, Air Force Security and Policy Review Program). This process is
to ensure the documents do not contain any classified information and, if so, determineif they
can be declassified. Send the SF 312 to AFHSO for retention.

5.6.5.2.4. Other Terms.

5.6.5.2.4.1. The access agreement isvalid for two years. One two-year renewal is possi-
ble. A renewa will not be considered if the project appears to be inactive in the months
before the end of the original agreement.

5.6.5.2.4.2. Accesswill be limited to those records 25 or more years of age.

5.6.5.2.4.3. Access based on a NAC is good for Secret and Confidentia information but
does not meet the requirement for access to Restricted Data (RD) or SAP information.
Accessto Top Secret information is not authorized.

5.6.5.2.4.4. Accesswill be allowed only to Air Forcerecordsat AFHSO, AFHRA, and the
National Archives and Records Administration (NARA).

5.6.5.2.4.5. Accessto Air Force records still in the custody of the originating officesin the
Washington National Capital Region must be approved in writing by the originating
offices or their successors. It istheresponsibility of the researcher to secure thisapproval.

5.6.6. Former Presidential Appointees. Persons who previously occupied policy making positions to
which they were appointed by the President may not remove classified information upon departure
from office. All such material must remain under the security control of the U.S. Government. Such
persons may be authorized access to classified information they originated, received, reviewed,
signed, or that was addressed to them while serving in their official capacity, provided the applicable
Air Force origina classification authority: [Reference DoD 5200.1-R, Paragraph 6-201€]

5.6.6.1. Makes awritten determination that such accessis clearly consistent with the interests of
national security;

5.6.6.2. Usesthe same access determination procedures outlined in paragraph 5.6.1.1. of thisAF;

5.6.6.3. Limits the access to specific categories of information over which the Air Force original
classification authority has classification jurisdiction;

5.6.6.4. Maintains custody of the information or authorizes access to documents in the custody of
the NARA; and,

5.6.6.5. Obtainsthe individual’s agreement to safeguard the information and to submit any notes
and manuscript for a security review (AFI 35-205) to ensure that the documents do not contain
classified information or to determineif any classified information should be declassified.

5.6.7. Judicial Proceedings. See AFI 51-301, Civil Litigation, for more information regarding the
release of classified information in litigation.

5.6.8. Other Situations. Follow the guidance in paragraph 5.6.1.1. above. [Reference DoD 5200.1-R,
Paragraph 6-201g]

5.6.9. Foreign Nationals, Foreign Governments, and International Organizations. Owners of classi-
fied information disclose it to foreign nationals, foreign governments, and international organizations
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only when they receive authorization from SAF/IAD, 1080 Air Force Pentagon, Washington DC
20330-1080. (See AFI 16-201, Foreign Disclosure of Classified and Unclassified Military Informa-
tion to Foreign Gover nments and Inter national Organizations, for more specific guidance.)

5.6.10. Retired Flag or Genera Officers or Civilian Equivalent. See AFI 31-501. These individuals
need not sign aNdA if the original oneis aready filed in their retired file (see paragraph 5.5.1.3.).

5.7. Accessby Visitors. [Reference DoD 5200.1-R, Paragraph 6-202]

5.7.1. Outgoing Visit Requests for Air Force Employees. When an Air Force employee requires
access to classified information at:

5.7.1.1. A contractor activity, the supervisor or security manager forwards a visit request to the
contractor’s visitor control center or facility security office. The visit request will include the
same information required by DoD 5220.22-M, National Industrial Security Program Operating
Manual, Jan 95.

5.7.1.2. A Department of Energy (DoE) activity, the supervisor or security manager prepares and
processes DoE Form 5631.20, Request for Visit or Access Approval, according to DoDD
5210.2, Accessto and Dissemination of Restricted Data. Also see paragraph 1.5.1.1. of thisAFI.

5.7.1.3. Another Air Force activity, see paragraph 5.4.1.

5.7.1.4. Another agency, the supervisor or security manager forwards avisit request to the agency
security office unless instructed otherwise.

5.7.2. Incoming Visit Requests. Air Force activity visit hosts serve asthe approval authority for visits
to their activities. Installation or activity commanders receiving a visit request:

5.7.2.1. From Air Force employees, see paragraph 5.4.1.
5.7.2.2. From contractors, see DoD 5220.22-M, Chapter 6.

5.7.2.3. From foreign nationals or U.S. citizens representing a foreign government, commanders
or their designees process the visit request according to AFI 16-201.

5.7.3. Duration of Visit Request. Visit requests are valid for up to a year—renew them annualy as
necessary to accomplish the mission.

5.8. Preventing Publication of Classified Information in the Public. See AFI 35-205 for guidance on
security reviewsto keep people from publishing classified information in personal or commercia articles,
presentations, theses, books or other products written for general publication or distribution.

5.9. Accessto Information Originating in a Non-DoD Department or Agency. Holders allow access
under the rules of the originating agency.

5.10. Administrative Controls.

5.10.1. Top Secret. The Air Force accounts for Top Secret material and disposes of such administra-
tiverecords according to AFMAN 37-139. These procedures ensure stringent need to know rules and
security safeguards are applied to our most critical and sensitive information.
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5.10.1.1. Establishing aTop Secret Control Account (TSCA). Unit commanders and staff agency
chiefs who routinely originate, store, receive, or dispatch Top Secret material establish a Top
Secret account and designate a Top Secret Control Officer (TSCO), with one or more alternates, to
maintain it. The TSCO uses AF Form 143, Top Secret Register Page, to account for each docu-
ment (to include page changes and inserts) and each piece of material or equipment to include
Automated Information System (AIS) media. NOTE: For AlS or microfiche media, TSCOs must
either describe each Top Secret document stored on the media on the AF Form 143 or attach a list
of the documents to it. This will facilitate a damage assessment if the mediais lost or stolen.
EXCEPTIONS:

5.10.1.1.1. Top Secret Messages. TSCOs don’t use AF Form 143 for Top Secret messages
kept in telecommunications facilities on a transitory basis for less than 30 days. Instead, use
message delivery registers or other smilar records of accountability.

5.10.1.1.2. Defense Courier Service (DCS) Receipts. TSCOs don’'t use AF Forms 143 as a
receipt for information received from or delivered to the DCS. DCS receipts suffice for
accountability purposes in these cases.

NOTE: TSCOs may automate their accounts as long as all of the required information isincluded in the
AlS.

5.10.1.2. Top Secret Disclosure Records.

5.10.1.2.1. The TSCO uses AF Form 144, Top Secret Access Record and Cover Sheet, as
the disclosure record and keeps it attached to the applicable Top Secret material.

5.10.1.2.2. People assigned to an office that processes large volumes (i.e., several hundred
documents) of Top Secret material need not record who accesses the material. NOTE: This
applies only when these offices limit entry to assigned and appropriately cleared personnel
identified on an access roster.

5.10.1.3. Top Secret Inventories. Unit commanders and staff agency chiefs:

5.10.1.3.1. Designate officialsto conduct annual inventories for all Top Secret material in the
account and to conduct inventories whenever there is a change in TSCOs. These officials
must be someone other than the TSCO or aternate TSCOs of the TSCA being inventoried.
The purpose of the inventory isto ensure all of the Top Secret materia is present and its status
is correctly annotated on the AF Form 143.

5.10.1.3.2. Ensure necessary actions are taken to correct deficiencies identified in the inven-
tory report.

5.10.1.3.3. Ensuretheinventory report and arecord of corrective actions taken are maintained
with the account.

5.10.1.4. Top Secret Receipts. TSCOs use AF Form 143 as areceipt when transferring Top Secret
material from one TSCO to another on the same installation.

5.10.1.5. Top Secret Facsmiles. Top Secret facsimiles will be processed as another copy of the
main Top Secret document inthe TSCA. All the samerulesapply except theregister page and dis-
closure record will be faxed along with the document to the addressee. The addressee will sign
and return them immediately to the sender for inclusion in the TSCA.
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5.10.2. Secret. Unit commanders and staff agency chiefs set up procedures for internal control of
Secret material. NOTE: Personnel may use AF Form 310, Document Receipt and Destruction Cer -
tificate, as areceipt when transmitting Secret material. Personnel possessing Secret material must use
areceipt when:

5.10.2.1. Entering Secret material into a mail distribution system.

5.10.2.2. Handcarrying Secret material off an installation (i.e., Air Force base, separately located
missile field) or to non-Air Force activities.

5.10.2.3. Handcarrying Secret material to arecipient not shown on the material’s distribution and
who is with another DoD agency or Service or another Air Force activity residing on the same
installation (i.e., the Pentagon, Air Force Base). EXCEPTION: Within the National Capital
Region (NCR), areceipt is not required when transferring Secret material to an Air Force activity
shown on the distribution list.

5.10.3. Confidential. Individuals need not use areceipt for Confidential material unless asked to do
so by the sending activity.

5.10.4. Foreign Government Information. See DoD 5200.1-R, Chapter 6, Section 6, for receipting
requirements.

5.10.5. Retention of Receipts. Retain receipt and other accountability records in accordance with
AFMAN 37-139, Records Disposition Schedule.

Section 5C—Safeguarding

5.11. Care During Working Hours. Personnel removing classified material from storage must,

5.11.1. For Top Secret material, use AF Form 144 or AF Form 54, Classified Computer Deck Cover
Sheset, instead of SF Form 703, Top Secret Cover Sheet (see paragraph 5.10.1.3.1.). [ Reference DoD
5200.1-R, Paragraph 6-301]

5.11.2. For Secret or Confidential material, use SF Form 704, Secret Cover Sheet, or SF Form 705,
Confidential Cover Sheet, as appropriate. These forms are available through the Air Force Publica-
tions Distribution system.

5.12. End-of-Day Security Checks. Each unit and staff agency that processes classified information
will conduct an end-of-day security check to ensure classified material is stored appropriately. Personnel
conducting these checks will do so at the close of each working day and record them on the SF Form 701,
Activity Security Checklist, and the SF Form 702, Security Container Check Sheet, when security
containers are present. The SF Form 701 is available on the AFEPL and the SF Form 702 is available
through the Air Force Publications Distribution system.

5.13. Residential Storage Arrangements.

5.13.1. SAF/OS and SAF/AA authorize the removal of Top Secret information from designated
working areas in off-duty hours for work at home. Requesters send requests through command | SPM
channelsto HQ USAF/XOFI. [Reference DoD 5200.1-R, Paragraph 6-306a]
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5.13.2. MAJCOM, FOA, and DRU commanders, or their ISPMs approve requests for removing
Secret and Confidential material from designated work areas during non-duty hours. [ Reference DoD
5200.1-R, Paragraph 6-306b]

5.13.3. Contingency Plans. The written procedures will include arrangements for notifying the
responsible activity to pick up the classified container and material in the event something happens to
the user. [Reference DoD 5200.1-R, Paragraph 6-306c]

5.14. In-Transit Sorage. Installation commanders

5.14.1. Provide an overnight repository for classified material and ensure operations dispatch, pas-
senger services, base entry controllers, and billeting people know about it.

5.14.2. Authorize the storage of Secret material on the flightline during in-processing for deployment
when the material is stored in a standard GSA approved security container setting on a pallet and the
in-transit areais controlled and located on an Air Force installation.

5.15. Classified Meetings and Conferences. [Reference DoD 5200.1-R, Paragraph 6-307]

5.15.1. Genera. Activities hosting the meetings described will ensure appropriate security measures
are taken to protect classified information discussed and provided to the attendees. These activities
will develop a security plan addressing how the issues discussed in DoD 5200.1-R, paragraph 6-307,
will be accomplished. For science and technology related meetings, see AFI 61-205, Soonsoring or
Cosponsoring, Conducting, and Presenting DoD Related Scientific Papers at Unclassified and Clas-
sified Conferences, Symposia, and Other Smilar Meetings.

5.15.2. Approval Authority. Installation commanders or their designees assess the need to set up and
approve secure conference facilities under their security control. Normally, secure conference facili-
tiesare only set up at locations where frequent classified meetings or forums occur. Since these facil-
ities are located on Air Force installations and are not used to store classified information, secure
construction requirements are not mandated. However, if installation commanders or their designees
determinethelocal threat and security environment dictates more stringent construction requirements,
they can use DoD 5200.1-R, Appendix G as a guide for constructing the facility. For guidance on
classified meetings scheduled at DoD contractor facilities, see DoD 5220.22-M, and AFI 31-601,
Industrial Security Program Management.

5.15.3. Foreign Participation. Hosting officials refer to both AFI 16-201, Foreign Disclosure of Clas-
sified and Unclassified Military Information to Foreign Governments and International Organiza-
tions, and AFI 61-205, Sponsoring or Cosponsoring, Conducting, and Presenting DoD Related
Sientific Technical Papers at Unclassified and Classified Conferences, Symposia, and Other Smilar
Meetings for specific guidance.

5.15.4. Other Types. Meetings, conferences, seminars, and activities other than those described in
DoD 5200.1-R, paragraph 6-307a, pertain to those that are going to be held at a non-govern-
ment-owned and uncleared facility. In these cases, SAF/AA must approve the event. Hosting offi-
cials send requests through command ISPM channelsto HQ USAF/XOFI. The request must include
a security plan that describes how the issues discussed in DoD 5200.1-R, paragraph 6-307 will be
accomplished. [DoD 5200.1-R, Paragraph 6-307b]
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5.15.5. Technical Surveillance Countermeasures (TSCM) Surveys. Commanders or their designees
determine to do TSCM surveys based on mission sensitivity and threat. See AFI 71-101, Volume I,
Criminal Investigations, Counterintelligence, and Protective Service Matters, for additional guidance.

5.16. Protecting Classified Material and Componentson Aircraft. Classified material and compo-
nents are routinely carried on USAF aircraft. The purpose of this paragraph is to provide minimum stan-
dards for the protection of classified material and components while minimizing the impact on aircrew
operations. The following minimum standards are established to provide cost effective security of classi-
fied material and components and to ensure detection of unauthorized access.

5.16.1. Aircraft commanders (owners/users) are responsible for the protection of classified material
and components aboard their aircraft whether on a DOD facility, at a civilian airfield, or when stop-
ping in foreign countries in accordance with DOD 5200.1R, paragraph 6-300. Aircraft commanders
should consult with the local 1SPM or senior security forces representative for assistance in comply-
ing with these requirements.

5.16.2. To provide security-in-depth for classified components and material on aircraft, park the air-
craft in an established restricted area or equivaent if the aircraft is designated Protection Level (PL) 1,
2, or 3. Refer to AFI 31-101, Air Force Installation Security Program, for details about protection
levels.

5.16.2.1. Lock the aircraft, when possible, using a GSA-approved changeable combination pad-
lock (Federal Specification FF-P-110 series) to secure the crew entry door, and/or

5.16.2.2. Placeall removable classified materia (e.g., paper documents, floppy disks, videotapes)
in a storage container secured with a GSA-approved lock. The storage container must be a seam-
less metal (or similar construction) box or one with welded seams and a lockable hinged top
secured to the aircraft. Hinges must be either internally mounted or welded. Containersinstalled
for storage of weapons may also be used to store classified material even if weapons/ammunition
are present, provided the criterialisted above have been met.

5.16.2.2.1. Havetheaircraft and container checked for tampering every 12 hours. If unableto
comply with the 12 hours due to crew rest, perform these checks no later than 1 hour after offi-
cial end of crew rest.

5.16.2.2.2. Zeroize keyed communications security (COMSEC) equipment as required by
AFKAG-1, Air Force Communications Security (COMSEC) Operations.

5.16.2.3. If the aircraft cannot be locked and is not equipped with a storage container, place the
removable classified in an approved security container in an authorized U.S. facility. Classified
components, attached to the aircraft, do not have to be removed.

5.16.3. To provide security-in-depth for classified components and material on PL 4 or non-PL air-
craft, park the aircraft in a controlled area. PL 4 and non-PL aircraft should not be parked in a
restricted area due to use of force limitations.

5.16.3.1. Lock the aircraft using a GSA-approved changeable combination padlock (Federal
Specification FF-P-110 series) to secure the crew entry door, and

5.16.3.2. Secure removable classified material IAW paragraph 5.16.2.2 or 5.16.2.3.
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5.16.4. At non-U.S. controlled locations, host nation restricted/controlled areas may be used only if
all material and components aboard the aircraft have been approved for release to the host nation by a
cognizant foreign disclosure authority. Material should be secured |IAW paragraph 5.16.2 for
restricted areas and paragraph 5.16.3 for controlled areas.

5.16.5. If the aircraft cannot be parked in arestricted/controlled area:

5.16.5.1. Place removable classified material in a storage container and secure the container as
described in paragraph 5.16.2.2. Lock all aircraft egress points or secure them from the inside.
Seal the aircraft with tamperproof seals such as evidence tape, numerically accountable metal, or
plastic seals.

5.16.5.2. If the aircraft can be locked and sealed but there is no storage container, remove all
removable classified material and store it in an approved security container in an authorized U.S.
facility. Classified components (e.g., AAR 47, ALE 47, etc.) may be stored in alocked and sealed
aircraft.

5.16.5.3. If theaircraft cannot be locked and sealed and no storage container is available, off-load
al classified material and components to an approved security container in an authorized U.S.
facility.

5.16.5.4. If none of the above criteriacan be met, U.S. cleared personnel must provide continuous
surveillance. Foreign national personnel cleared by their government may be used if all material
and components aboard the aircraft have been approved for release to the host nation by a cogni-
zant foreign disclosure authority.

5.16.6. MAJCOM/FOA/DRUSs determine specific risk management security standards for weather
diverts and in-flight emergencies.

5.16.7. If evidence exists of unauthorized entry, initiate a security investigation |AW Chapter 9 of this
AFI.

5.17. Information Processing Equipment.

5.17.1. Machineswith Copying Capability. For copiersand facsimile machines or any machineswith
copying capability (i.e., microfiche machines), personnel consult their servicing information manager
to determine if the machines are authorized for copying classified, and if so, determine if they retain
any latent images when copying classified, and how to clear them when they do. When they need to
be cleared, destroy the waste as classified material latent images are visible. Machine custodians must
post a notice on machines approved for copying classified to inform users of the authority and clear-
ance procedures. Also see paragraph 5.27. for reproduction authority. [Reference DoD 5200.1-R,
Paragraph 6-309]
5.17.2. AlS Removable Equipment/Media.
5.17.2.1. For AlS machines and media (i.e., diskettes, compact discs) approved for processing
classified information, personnel protect the AIS equipment or the removable hard disk drive and

the AIS mediaat the protection level required by DoD 5200.1-R, Chapter 6 for the highest security
classification processed by the AIS.
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5.17.2.2. Inthe case of AIS media (i.e., diskettes, compact discs) used for storing classified infor-
mation, personnel protect the media at the protection level required by DoD 5200.1-R, Chapter 6,
for the highest security classification stored on the media.

5.17.3. Printer Ribbons and Toner Cartridges. For any type of printer with a ribbon that has been
used to print classified information, personnel remove the ribbon and store it as classified. This also
appliesto printers with toner cartridges that retain latent images of the classified. See DoD 5200.1-R,
Chapter 6 for storage requirements.

5.18. General Safeguarding Policy. [Reference DoD 5200.1-R, Paragraph 6-400]

5.18.1. See DoD 5200.1-R, paragraphs 1-400 and 6-800, when considering use of alternative safe-
guarding measures.

5.18.2. Use of Force for the Protection of Classified Material. See AFI 31-207, Arming and Use of
Force by Air Force Personnel.

5.18.3. Sensitive Compartmented Information (SCI) Safeguarding Policy. See Air Force Manual
(AFMAN) 14-304, The Security, Use, and Dissemination of Sensitive Compartmented |nformation
(supersedes USAFINTEL 201-1).

5.18.4. Retention of Classified Records. Personnel follow the disposition guidance in AFMAN
37-139, Records Disposition Schedule.

5.19. Sandardsfor Storage Equipment. Holders of classified material may not use containers without
a General Services Administration (GSA) label. If alabel is not present on the outside or in the locking
drawer of the container, alocksmith should be able to confirm the safe is a GSA approved container. If
there is doubt, personnel may contact the DoD Lock Hotline

(DSN 551-1212) or GSA through supply channels for assistance. Personnel must note their findings and
the source of confirmation on an Air Force Technical Order (AFTO) Form 36, Maintenance Record for
Security Type Equipment (available on the AFEPL), and retain that record in the container. [ Reference
DoD 5200.1-R, Paragraph 6-401]

5.20. Sorage of Classified Information. [Reference DoD 5200.1-R, Paragraph 6-402]

5.20.1. Security-In-Depth. Installation perimeter fencelines, entry control points, controlled and
restricted area designations, base patrol coverage, and locked building constitute Air Force “secu-
rity-in-depth” measures. [Reference DoD 5200.1-R, Paragraph 6-402 and Appendix B]

5.20.2. Authority for Delineating the Appropriate Security Measures. If these requirements cannot
be met because of local conditions, |SPMs determine alternative methods under the provisions of
DoD 5200.1-R, paragraph 6-800. Military commanders do so when it occurs during a military opera-
tion as described in DoD 5200.1-R, paragraph 1-400. [Reference DoD 5200.1-R, Paragraph
6-402d(1)]

5.20.3. Replacement of Combination Locks. Commanders must ensure all combination locks on
GSA approved security containers and doors are replaced with those meeting Federal Specification
FF-L-2740 starting with those storing the most sensitive information according to the priority matrix
in DoD 5200.1-R, Appendix G. There is no deadline for completing this effort because when it ini-
tidly started it was an unfunded requirement. However, commanders must pursue funding for it and
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implement the retrofits as soon as possible. Commanders must also consider the fact that alocation is
identified for closure when prioritizing replacement of locks on security containers. [Reference DoD
5200.1-R, Paragraph 6-402€]

5.21. Useof Key Operated Locks. [Reference DoD 5200.1-R, Paragraph 6-402f(1)]

5.21.1. The authority to determine the appropriateness of using key operated locks for storage areas
containing bulky Secret and Confidential material is delegated to the chief of the activity having this
storage requirement. When key operated locks are used, the authorizing official will designate lock
and key custodians.

5.21.2. Lock and key custodians use AF Form 2427, Lock and Key Control Register (available on
the AFEPL), to identify and keep track of keys.

5.22. Procurement of New Storage Equipment. [Reference DoD 5200.1-R, Paragraph 6-403]

5.22.1. Requesters of exceptions send their requests through command |SPM channelsto HQ USAF/
XOFI. HQ USAF/XOFI will notify OASD(C3I) of the exception. [Reference DoD 5200.1-R, Para-
graph 6-403a]

5.22.2. See AFMAN 23-110, Volume Il, Sandard Base Supply Customer’s Procedures. [ Reference
DoD 5200.1-R, Paragraph 6-403b]

5.23. Equipment Designations and Combinations.

5.23.1. See AFMAN 14-304 for guidance on marking security containers used to store SCI. [Refer-
ence DoD 5200.1-R, Paragraph 6-404a]

5.23.2. Personnel will use SF Form 700, Security Container | nformation (available through the Air
Force Publications Distribution system), for each vault or secure room door and security container, to
record the location of the door or container, and the names, home addresses, and home tel ephone num-
bers of the individuals who are to be contacted if the door or container is found open and unattended.
Personnel will affix the form to the vault or secure door or to the inside of the locking drawer of the
security container. [Reference DoD 5200.1-R, Paragraph 6-404b(3)]

5.23.3. When SF Form 700, Part |1, is used to record a safe combination, it must be:

5.23.3.1. Marked with the highest classification level of material stored in the security container;
and,

5.23.3.2. Stored in a security container other than the one for which it is being used.

5.24. Repair of Damaged Security Containers. [Reference DoD 5200.1-R, Paragraph 6-405]

5.24.1. Locksmiths must either have a favorable National Agency Check or must be continuously
escorted while they are repairing security containers. See guidance for unescorted entry to restricted
areasin AFl 31-501.

5.24.2. The Naval Facilities Engineering Service Center Technical Data Sheet (TDS) 2000-SHR can
be obtained from the Naval Facilities Engineering Services Center (NFESC), 1100 23rd Avenue,
Code ESC66, Port Hueneme, California 93043-4370. [Reference DoD 5200.1-R, Paragraph 6-405b]
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5.24.3. Personnel who have had their GSA approved security containers repaired, must have the lock-
smith confirm that the container still meets GSA standards. If there is doubt, personnel may contact
the DoD Lock Hotline managed by NFESC (DSN 551-1212) or GSA through supply channels for
assistance. Personnel must note their findings and the source of confirmation on an AFTO Form 36
and retain that record in the container.

5.25. Maintenance and Operating I nspections. Personnel will follow maintenance procedures for
security containers provided in Air Force Technical Order (AFTO) 00-20F-2, Inspection and Preventive
Maintenance Procedures for Security Type Equipment. [ Reference DoD 5200.1-R, Paragraph 6-406]

5.26. Reproduction of Classified M aterial.

5.26.1. Unit commanders and staff agency chiefs and Air Staff and Secretariat directors designate
equipment for reproducing classified material.

5.26.2. Information managers approve equipment and issue procedures for clearing copier equipment
of latent images.

5.26.3. Unit security managers.
5.26.3.1. Post equipment approved for copying classified material;

5.26.3.2. Develop security procedures that ensure control of reproduction of classified material;
and,

5.26.3.3. Ensure personnel understand their security responsibilities and follow procedures.

5.27. Control Procedures. Unit commanders and staff agency chiefs designate people/positions to exer-
cise reproduction authority for classified material in their activities. Also see DoD 5200.1-R, paragraph
6-309, and paragraph 5.18. of this AFIl. [Reference DoD 5200.1-R, Paragraph 6-502]

Section 5D—Disposition and Destruction of Classified Material

5.28. Retention of Classified Records.

5.28.1. Personnel follow the disposition guidance in AFMAN 37-139. [Reference DoD 5200.1-R,
Paragraph 6-700a]

5.28.2. Information Security Program Managers will ensure that management of retention of classi-
fied material is included in oversight and evaluation of program effectiveness. [ Reference DoD
5200.1-R, Paragraph 6-700b]

5.28.3. Unit commanders and staff agency chiefs will designate a “clean-out day” once a year to
ensure personnel are not retaining classified material longer than necessary. [ Reference DoD
5200.1-R, Paragraph 6-700b]

5.29. Methodsand Standards. [Reference DoD 5200.1-R, Paragraph 6-701b]

5.29.1. Personnel may obtain information on GSA specifications for equipment and standards for
destruction of other than electronic media and the like from the local supply office.

5.29.2. Records of Destruction.
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5.29.2.1. Top Secret. TSCOswill ensure:
5.29.2.1.1. Two people with Top Secret access are involved in the destruction process;

5.29.2.1.2. Destruction is recorded on one of these forms: AF Form 143; AF Form 310; or,
AF Form 1565, Entry, Receipt, and Destruction Certificate; and,

5.29.2.1.3. The destruction record is attached to the AF Form 143 (used to account for the
document) when the destruction is not recorded on the AF Form 143 itself.

5.29.2.2. Secret and Confidential. A record of destruction is not required but an appropriately
cleared person must be involved in the destruction process.

5.29.2.3. Foreign Government Information. See DoD 5200.1-R, Chapter 6, Section 6, for
destruction of foreign government information.

5.29.2.4. Destruction of AIS Media. Dispose of AlS media according to AFSSI 5020, Rema-
nence Security.

5.29.2.5. Disposition of Destruction Records. Dispose of destruction records according to
AFMAN 37-139.

Section 5SE—Alternative or Compensatory Control Measures

5.30. General. [Reference DoD 5200.1-R, Paragraph 6-800]

5.30.1. The authority to approve aternative or compensatory security controls is delegated to the
ISPM. 1SPMswill forward a copy of documentation through command ISPM channelsto HQ USAF/
XOFI. The documentation must describe the thought process that led up to the decision. [Reference
DoD 5200.1-R, Paragraph 6-800a]

5.30.1.1. ISPMs may use AF Form 116, Request for Deviation from Security Criteria (avail-
able on the AFEPL), to document the scenario and approval.

5.30.2. The Air Force doesn’t authorize use of security controls listed in DoD 5200.1-R, paragraph
6-800c. [ Reference DoD 5200.1-R, Paragraph 6-800c]

5.30.3. Send requests to use alternative or compensatory security controls for the safeguarding of
NATO or foreign government information through command ISPM channels to HQ USAF/XOFI.
[ Reference DoD 5200.1-R, Paragraph 6-800f]
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Chapter 6
TRANSMISSION AND TRANSPORTATION
Section 6A—Methods of Transmission or Transportation

6.1. General Palicy.

6.1.1. HQ USAF/XOFI establishes Air Force procedures for transmission and transportation of clas-
sified information and material. [ Reference DoD 5200.1-R, Paragraph 7-100a]

6.1.2. Transmitting Classified Material by Pneumatic Tube Systems. Installation commanders
approve the use of pneumatic tube systems and ensure that the equipment and procedures provide ade-
guate security. [ Reference DoD 5200.1-R, Paragraph 7-100a]

6.1.3. Personnel may get information about transmitting and transporting COM SEC information
through their local COM SEC manager. [ Reference DoD 5200.1-R, Paragraph 7-100b]

6.1.4. Personnel go direct to owners of other agency information to request permission to release the
information outside the Department of Defense. [ Reference DoD 5200.1-R, Paragraph 7-100d]

6.2. Transmitting Top Secret Information. [Reference DoD 5200.1-R, Paragraph 7-101]

6.2.1. Electronic Means. Personnel will get information about transmitting Top Secret information
via electronic means from their Information Assurance Office. [ Reference DoD 5200.1-R, Paragraph
7-101b]

6.2.2. DoD Component Courier Service. The Air Force does not have its own courier service. [ Ref-
erence DoD 5200.1-R, Paragraph 7-101d)]

6.2.3. Department of State Diplomatic Courier Service. Personnel who need to transport classified
material use the Department of State courier system when: [Reference DoD 5200.1-R, Paragraph
7-101€]

6.2.3.1. Transmitting any classified material through or within countries hostile to the United
States or any foreign country that may inspect it.

6.2.3.2. Transmitting Top Secret material to an installation serviced by diplomatic pouch. Per-
sonnel can find out if they are serviced by diplomatic pouch through their local military postal
office.

6.3. Transmitting Secret | nformation. [Reference DoD 5200.1-R, Paragraph 7-102]
6.3.1. Also see AFI 31-601. [ Reference DoD 5200.1-R, Paragraph 7-102b]

6.3.2. The Air Force authorizes the use of the current holder of the General Services Administration
contract for overnight delivery of Secret information in urgent cases and when the transmission is
between DoD Components within the United States and its Territories. This applies to locations in
Alaska, Hawaii, and Guam when overnight delivery is possible. OASD(C3l) has already ensured the
conditions cited in DoD 5200.1-R, paragraph 7-102c, have been met. [Reference DoD 5200.1-R,
Paragraph 7-102c]
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6.3.3. For more information on protective security service carriers, see DoD 5220.22-R, Industrial
Security, AFI 31-601, and AFPD 24-2, Prepar ation and Movement of Air Force Material. [ Reference
DoD 5200.1-R, Paragraph 7-102h]

6.3.4. Also see guidance in DoD 5200.1-R, paragraph 7-104. [Reference DoD 5200.1-R, Paragraph
7-102j]
6.4. Transmitting Confidential Information. [Reference DoD 5200.1-R, Paragraph 7-103]

6.4.1. Sincefirst class mail bearing the “ Postmaster” notice is an option for transmitting Confidential
material, recipients must protect it as Confidential material unless they determine the contents are
unclassified. EXCEPTION: First class mail bearing the notice awaiting distribution at the Base
Information Transfer Center (BITC). At this point, such mail will be handled the same as all other
First Class Mail.

6.4.1.1. The outer envelope or wrapper shall be endorsed with “Return Service Requested”
instead of “POSTMASTER: Do Not Forward.”

6.5. Transmission of Classified Material to Foreign Gover nments. [ Reference DoD 5200.1-R, Para-
graph 7-104]

6.5.1. Also see AFI 31-601 and AFPD 16-2, Disclosure of Military Information to Foreign Govern-
ments and I nternational Organizations. [ Reference DoD 5200.1-R, Paragraph 7-104a]

6.5.2. Personnel may not ship US classified material from a USindustrial activity to aforeign entity.
[ Reference DoD 5200.1-R, Paragraph 7-104a]

Section 6B—Preparation of Material for Transmission

6.6. Envelopesor Containers. [Reference DoD 5200.1-R, Paragraph 7-200]

6.6.1. Personnel may use AF Form 2595, Classified Protection I nsertion Sheet, as a countermea
sure for the possible threat posed by the chemical composition referred to as“Liquid Window.” [ Ref-
erence DoD 5200.1-R, Paragraph 7-200a]

6.6.2. For the purpose of this policy, an activity is afacility. [Reference DoD 5200.1-R, Paragraph
7-200a(5)]

6.6.3. Personnel do not use an outer container when entering Secret and below material into the
BITC. The pouch is considered the outer container.

6.6.4. Receipts. Seereceipting requirements at paragraph 5.10.1.1.
6.6.4.1. Senders trace receipts when they’ re not acknowledged:
6.6.4.1.1. Within 30 days for material sent within continental United States (CONUS).
6.6.4.1.2. Within 45 days for material sent outside CONUS.
6.6.4.2. Therecipient must immediately date, sign, correct, and return the receipt to the sender.

6.6.4.3. If recipients do not return the receipt and confirm they have not received the material, the
sending activity must initiate security incident procedures according to Chapter 9 of this AFI.
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Section 6C—Escort or Handcarrying of Classified Material

6.7. General Provisions. [Reference DoD 5200.1-R, Paragraph 7-300]
6.7.1. Authorization. [Reference DoD 5200.1-R, Paragraph 7-300a(3)]

6.7.1.1. The unit commander, staff agency chief, orders-approving official, security manager, or
supervisor authorizes appropriately cleared couriers to handcarry classified material on commer-
cia flights. See DoD 5200.1-R, paragraph 7-301, for required documentation.

6.7.1.2. The unit commander, staff agency chief, orders-approving official, security manager, or
supervisor authorizes appropriately cleared couriers to handcarry classified material by means
other than on commercial flights.

6.7.2. Security managers or supervisors brief each authorized member handcarrying classified mate-
rial. [Reference DoD 5200.1-R, Paragraph 7-300b]

6.7.3. Each Air Force activity or unit that releases classified material to personnel for handcarrying:
[ Reference DoD 5200.1-R, Paragraph 7-300b(8)(c)]

6.7.3.1. Maintainsalist of all classified material released.
6.7.3.2. Keepsthelist until they confirm all the material reaches the recipient’s activity or unit.

6.8. Documentation. Unit commanders, staff agency chiefs, and security managers issue and control
DD Form 2501, Courier Authorization (available through the Air Force Publications Distribution sys-
tem), for handcarrying classified material by means other than on commercial flights. This doesn’t pre-
clude the use of a courier authorization letter for infrequent courier situation (see paragraph 6.7.1.2. of this
AFI). EXCEPTION: Documentation isnot necessary when handcarrying classified information to activ-
itieswithin an installation (i.e., Air Force installation, separately located missilefield). NOTE: Account
for DD Form 2501 as prescribed in AFI 37-161, Distribution Management. [ Reference DoD 5200.1-R,
Paragraph 7-301]

6.9. Handcarrying or Escorting Classified Material Aboard Commercial Passenger Aircraft. [ Ref-
erence DoD 5200.1-R, Paragraph 7-302a(e)].

6.9.1. Theexpiration is not to exceed 7 days from the date of issue.
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Chapter 7
SPECIAL ACCESSPROGRAMS

7.1. Control and Administration. [Reference DoD 5200.1-R, Paragraph 8-102c]

7.1.1. The Office of the Director for Security and Investigative Programs (SAF/AAZ) administers
special access programs for the Air Force. See AFPD 16-7, Special Access Programs. EXCEP-
TION: HQ USAF/XOI controls SCI programs.

7.2. CodeWordsand Nicknames. Unit commanders, heads of staff agencies, or acquisition system
program directors. [ Reference DoD 5200.1-R, Paragraph 8-103d(2)]

7.2.1. Obtain code words and nicknames through channels from the servicing control point (nor-
mally, the MAJCOM, FOA, DRU Information Management activity).
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Chapter 8
SECURITY EDUCATION AND TRAINING
Section 8A— Policy

8.1. General Palicy. Effective information security training is a cornerstone of the Air Force (AF) Infor-
mation Security Program. All Air Force personnel need information security training whether they have
access to classified information or not. All AF personnel are personally and individually responsible for
protecting the national interests of the United States. All security infractions and/or violations must be
immediately reported, circumstances examined and those responsible held accountable and appropriate
corrective action taken. Commanders are responsible for ensuring that personnel are knowledgeable and
understand their responsibility to protect information and resources deemed vital to national security.
NOTE: For the purpose of this chapter, the term commander encompasses staff agency chief and director,
when applicable.

8.2. Methodology. The AF will provide information security training to its personnel and contractors, as
appropriate, on a continuous basis using government and commercia training sources. Various training
methods will be used to administer training, such as classroom instruction, one-on-one, computer-based,
and other distant learning training media. The AF will maintain a cadre of trained professional career
security personnel and security managers to administer, implement, and measure the program’s effective-
ness. When funds and resources permit, professional security personnel and security managers should
attend in-residence type training courses.

8.3. Rolesand Responsibilities.
8.3.1. Theseroles and responsibilitiesare in addition to those listed in paragraph 1.3.

8.3.2. The Air Force Security Forces Center, Security Forces Training (AFSFC/SFWT), is responsi-
ble for developing Air Force specific information security training course materials, curriculums and
awareness products.

8.3.3. Commanders are responsible for implementing the information security training program,
developing supplemental training tools, and assessing the health of their programs on a continuous
basis. In addition, commanders will:

8.3.3.1. Ensure appointed security managers receive training within 90 days of their assignment
and that the training is annotated in the individual’s official personnel file (OPF) or military train-
ing record.

8.3.3.2. Budget for security awareness training products, materials, and the formal training of
security managers.

8.3.3.3. Actively support and monitor security education training.

8.3.3.4. Ensure records are maintained on a calendar year basis of personnel attending initial,

refresher and specialized information security training. As a minimum, these records must reflect
the date(s) training was conducted and the number of personnel in attendance.
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8.3.4. Supervisors will conduct and/or ensure personnel receive training as required by this instruc-
tion, document it when required, and ensure credit is given for course completion or briefing atten-
dance, if appropriate.

8.3.5. ISPMsat all levelsare responsible for:
8.3.5.1. Developing and overseeing implementation of information security training programs.
8.3.5.2. Assessing the effectiveness of training programs annually.

8.3.5.3. Developing and conducting classroom or one-on-one training for newly appointed secu-
rity managers. Professional security personnel serving in security manager and/or security officer
capacities must also receive thistraining.

8.3.5.4. Developing and distributing generic information security training lesson plans, which
cover the basic information security work-center components (information, personnel and indus-
trial security programs) to include installation specific security requirements.

8.3.5.5. Assisting security managers in the development of unit specific lesson plans, motiva-
tional materials and training aids.

8.3.5.6. Publicly recognizing the training efforts of effective security managers.

8.3.5.7. Providing civilian employees who complete information security managers training with
a certificate, which they can use to enter course completion into their OPF.

8.3.5.8. Providing military supervisors with the names of military personnel appointed security
manager duties that compl ete the security manager training course. Thistraining will be annotated
into the individual’s on-job-training (OJT) record and other official records, as appropriate.

8.3.6. Unit Security Managers are responsible for:
8.3.6.1. Ensuring security training is conducted as outlined in this AFI.
8.3.6.2. Developing organizational specific security lesson plans.
8.3.6.3. Advising the commander on the status of the unit’s security training program.
8.3.6.4. Ensuring training is documented and records are properly maintained, if applicable.

Section 8B—I nitial Security Orientation

8.4. Cleared Personndl.

8.4.1. Initial Training. Supervisors and security managers provide initial training to all cleared per-
sonnel. Supervisors are responsible for ensuring that their cleared personnel receive an initial security
education orientation before they access classified information.

8.4.1.1. Initial training should ensure cleared personnel are knowledgeable of their security
responsibilities as related to their jobs and the organization’s mission.

8.4.1.2. Asaminimum, initial information security training for cleared personnel will addressthe
following:

8.4.1.2.1. Subjects, material and/or areas as indicated in Attachment 7, AF Information
Security Program Training Standard, under column heading (C) for cleared personnel.
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8.4.1.2.2. When prior personnel security investigations and/or determinations are acceptable.

8.4.1.2.3. What derogatory/unfavorable information or suspicious activities by other cleared
personnel that must be immediately reported to the commander or staff agency chief.

8.4.1.2.4. What the personnel security clearance verification, access and safeguarding
requirements are when on-base cleared DOD contractors require access to classified informa-
tion in support of classified contracts.

8.4.1.2.5. What the marking and safeguarding requirements are for protecting unclassified
controlled information.

8.5. Uncleared Personndl.

8.5.1. Supervisors and security managers provide training to uncleared personnel. Supervisors are
responsible for ensuring that all uncleared personnel receive an initial security education orientation
within 90 days of assignment to the unit.

8.5.1.1. Initial orientation training must ensure that uncleared personnel are knowledgeable of
their responsibilities and rolesin the Air Force Information Security Program.

8.5.1.2. Asaminimum, initial security education orientation training for uncleared personnel will
address/cover the following:

8.5.1.2.1. Subjects, areas and/or materials identified in Attachment 7, AF Information Secu-
rity Program Training Standards, under column heading (U) for uncleared personnel.

8.5.1.2.2. Theidentity of theinstallation Information Security Program Manager (1SPM) offi-
cial and unit security manager and their respective responsibilities.

8.5.1.2.3. Thedifferent levels of classified information and why it isimportant to protect it.

8.5.1.2.4. The procedures to follow should classified information be discovered unprotected
or to report other potential security incidents.

8.5.1.2.5. The requirements for the marking and safeguarding of sensitive unclassified, con-
trolled unclassified and “For Official Use Only” information.

Section 8C—Special Requirements

8.6. Original Classification Authorities (OCAS). The | SPMs are responsible for administering special-
ized training to Original Classification Authorities (OCAS) in accordance with DOD 5200.1-R, Informa-
tion Security Program. Training must be conducted prior to OCA authority being exercised. ISPMs may
either develop their own training or administer/use the Defense Security Service (DSS) OCA or equiva
lent training product. The specialized OCA training is in addition to the requirements of Attachment 7,
AF Information Security Program Training Standard, under column heading (C) for cleared personnel.

8.7. Declassification Authorities Other Than Original Classification Authorities. The ISPMs are
responsible for administering this specialized training in accordance with DOD 5200.1-R. Training must
be conducted before the declassification authority makes any declassification decisions.

This specialized training is in addition to the “cleared personnel” requirements of Attachment 7, Air
Force Information Security Program Training Standards.
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8.8. Derivative Classifiers, Security Personnel and Others.

8.8.1. Derivative Classifiers. Commanders are responsible for ensuring that derivative classifiers are
adequately trained in accordance with DOD 5200.1-R. ISPMswill assist security managersin acquir-
ing or developing the appropriate lesson plans and training materials.

8.9. Professional Security Personnel and Security Managers

8.9.1. Professional Security Personnel and Security Managers. Commanders ensure professiona
security career personnel and security managers receive training as follows:

8.9.1.1. Subjects, material and/or areas as indicated in Attachment 7, Air Force Information
Security Program Training Standard, under column heading (S) for security personnel.

8.9.2. Professional Security Career Personnel.

8.9.2.1. Civilians. See AFMAN 36-202, Volume 2, Air Force Civilian Career Planning, para-
graph 3-16, Security Career Program Master Development Plan (MDP). An AF/DPKCS, Security
Career Program Administrator, enhanced/modified version of the MDP can be obtained from the
MAJCOM, FOA, or DRU civilian security career program coordinator normally located on the
ISPM’s staff. A copy can also be obtained by accessing the Air Force Personnel Center Web Site
at http//www.afpc.randolph.af.mil., Security Career Program.

8.9.2.2. Military. See requirements for award of Special Experience Identifier (SEI) 322 in
AFMAN 36-2108, Airman Classification. Also use the Civilian Security Career Program Master
Development as aguide for determining additional training.

8.9.3. Security Managers.

8.9.3.1. The ISPM provide training too newly appointed security managers within 90 days of
their assignment. Although not mandatory, unit commanders may fund and send their appointed
security managers to the DSS in-resident Information Security Management Course or an equiva
lent AF approved course. Other commercial training sources may be used to provide thistraining
when approved by the MAJCOM.

8.9.3.2. As a minimum, appointed security managers will be administered initial classroom or
one-on-one training in accordance with Attachment 7. This training must equip the appointees
with a workable knowledge and understanding of information security, personnel security and
industrial security program mandates, including security access requirement (SAR) unit man-
power document (UMD) position coding.

8.9.3.3. Commanders ensure civilians performing these duties receive the appropriate skill coding
in their personnel records according to AFMAN 36-505, Skill Coding.

8.9.4. Training Costs. Commanders must budget annually for their information security program
training needs (training course attendance, educational materials, awareness media, etc.).
8.10. Other Program Related Training Requirements.

8.10.1. ISPMswill identify training requirementsfor those security disciplines and/or areas for which
they are responsible.



40 AF131-401 15 DECEMBER 2000

8.10.2. Commanders must ensure that training is properly documented in the individual’s official per-
sonnel records and ensure personnel receive credit for attending and compl eting courses, if applicable.

8.10.3. Document training as outlined in AFPD 36-22, Military Training, AFI 36-2201, Developing,
Managing, and Conducting Training, and AFPAM 36-2211, Guide for Management of Air Force
Training Systems.

8.10.4. Thefollowing programs have security related training requirements:
8.10.4.1. Sensitive Compartmented Information (SCI).

8.10.4.1.1. The Specia Security Officer (SSO) or designee conducts SCI security awareness
training quarterly for personnel accessed to SCI. [Reference DOD 5105.21-M-1, Sensitive
Compartment Information Administrative Security Manual, Chapter 2, paragraph 12, and
AFMAN 14-304, The Security, Use, and Dissemination of Sensitive Compartmented | nforma-
tion, Chapter 12]

8.10.4.1.2. In addition, personnel granted SCI access will receive an annual briefing on their
continuing responsibilities. [ Reference DOD 5105.21-M-1, Sensitive Compartment Informa-
tion Administrative Security Manual, Chapter 2 and AFMAN 14-304, paragraph 12.3]

8.10.4.2. Operations Security (OPSEC). A designated official conducts OPSEC training within
90 days of an individual’s arrival and/or assignment. [ Reference AFI 10-1101, Operations Secu-
rity, paragraph 4.4.1.]

8.10.4.3. Information Protection Security Awareness Training and Education (SATE).

8.10.4.3.1. The SATE program isasingle, integrated information assurance awareness, train-
ing, and education effort. All Air Force military and civilian and contractors who use Air
Force information systems must complete A training annually, and be so certified. This train-
ing and certification is accomplished by an IA Intranet-Based (ITB) Training and certification
system. [ Reference AFI 33-204, Information Protection Security Awareness, Training and
Education (SATE) Program.]

8.10.4.3.2. A designated official conductsinitial SATE training within 60 days of an individ-
ual’s assignment and training on a recurring basis annually thereafter. Initial and recurring
training must be at least one hour in duration. [ Reference AFI 33-204, paragraph 6.1.1.]

8.10.4.3.3. Personnel that do not require access to or use information systems in the perfor-
mance of duties are exempt from theinitial and recurring one-hour awareness-training require-
ment. [ Reference AFI 33-204, paragraph 6.1.2.]

8.10.4.4. Counterintelligence Awareness and Briefing Program. The servicing Air Force Office of
Specia Investigations (AFOSI) Detachment provides counterintelligence awareness briefings to
AF personnel. [ Reference AFCAT 36-2223]

8.10.4.4.1. Afterinitial training, refresher training is provided every three years thereafter.
8.10.4.4.2. Document initial and refresher in accordance with AFCAT 36-2223.

8.10.4.5. Protection from Terrorism. The designated official provides military personnel training
within 180 days of deployment (PCS/TDY to overseas location) and provides civilians training
shortly after their initial hiring. Frequency of refresher training is at the discretion of the MAJ
COM. [Reference AFI 31-210, The Air Force Antiterrorist (AT) Program]



AF131-401 15 DECEMBER 2000 41

Section 8D—Continuing Security Education/Refresher Training

8.11. Continuing and Refresher Training.

8.11.1. Commanders ensure that each person receives continuing training throughout their duty
assignment.

8.11.1.1. Cleared and uncleared personnel will receive refresher Classified National Security
Information related training annually in accordance with Attachment 7.

8.11.1.2. Personnel performing specialized Classified National Security Information program
related functions, such as, classification, declassification and derivative classification actions and
security personnel, etc., will receive refresher training commensurate with their knowledge and
proficiency in performing required tasks and the dissemination of new policy guidance.

8.11.2. Tailor training to mission needs and design it to address an individual’s security responsibili-
ties.

8.11.3. Continuing training must include ensuring individuals have the most current security guid-
ance applicable to their responsibilities.

8.11.4. Other related materia to be considered include a genera overview of the unclassified con-
trolled information, foreign disclosure, security and policy review processes and protection require-
ments.

Section 8E— Access Briefings and Termination Debriefings

8.12. AccessBriefings.

8.12.1. Supervisors, security managers or designated officials conduct and document the following
access briefings, as appropriate:

8.12.1.1. Brief and execute the SF-312, Classified Information Nondisclosure Agreement,
prior to granting an individual access to classified information. The SF-312 may aso be used to
document attestations. [ Reference AFI 31-401, paragraph 5.4.]

8.12.1.2. Brief and execute the DD Form 2501, Courier Authorization, when an individua is
authorized to escort or handcarry classified information. [ Reference AFI 31-401, paragraph 6.7.]

8.12.1.3. Brief and execute the AF Form 2583, Request for Personnel Security Action, prior to
granting an individual accessto NATO classified information. [ Reference AFI 31-406, paragraph
49]

8.12.1.4. Brief and execute the AF Form 2583, Request for Personnel Security Action, prior to
granting an individual accessto Critical Nuclear Weapons Design Information (CNWDI). [ Refer-
ence AFI 31-401, paragraph 1.5.1.3.]

8.12.1.5. Brief and execute the AF Form 2583, Request for Personnel Security Action, prior to
granting an individual accessto SIOP-ESI. [ Reference AFI 10-1102, paragraph 6.1.]

8.12.1.6. The special security officer conducts the SCI indoctrination (inbrief) prior to granting
personnel access to SCI. The indoctrination is recorded in the DD Form 1847, Sensitive Com-
partment Information Indoctrination Memorandum. The DD Form 1847-1, Sensitive Com-
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partment Information Nondisclosure Statement, is also executed at thistime. [ Reference DOD
5105.21-M-1, Chapter 2]

8.13. Termination Debriefings.

8.13.1. Supervisors, security managers or designated officials conduct and document the following
termination debriefings, as appropriate:

8.13.1.1. Debrief individuals having access to classified information or security clearance eligi-
bility when they terminate civilian employment, separate from the military service, have their
access suspended, terminated, or have their clearance revoked or denied.

8.13.1.2. Use AF Form 2587, Security Termination Statement, to document the debriefing.
8.13.1.3. The debriefing must emphasize to individuals their continued responsibility to:

8.13.1.3.1. Protect classified and unclassified controlled information to which they have had
access.

8.13.1.3.2. Report any unauthorized attempts to gain access to such information.
8.13.1.3.3. Adhere to the prohibition against retaining material upon departure.

8.13.1.3.4. And the potential civil and criminal penalties for failure to fulfill their continuing
security responsibilities.

8.13.2. For NATO access termination debriefing, see AFl 31-406, Applying NATO Protection San-
dards, paragraph 4.10.

8.13.3. Commanders ensure personnel accessed to SCI receive atermination debriefing when access
isno longer required, is suspended, or is revoked.

8.13.3.1. The Specia Security Office (SSO) conducts the SCI termination debriefing.

8.13.3.2. SCI termination debriefing is documented on the DD Form 1848, Sensitive Compar t-
ment Infor mation Debriefing Memorandum.

8.13.4. For SIOP-ESI termination briefing, see AFI 10-1102, Safeguar ding the Single Integrated
Operational Plan (SIOP).

8.13.5. Dispose of AF Form 2587 according to AFMAN 37-139.

8.14. Refusal to Sign a Termination Satement. When an individual willfully refuses to execute AF
Form 2587, the supervisor, in the presence of awitness:

8.14.1. Debriefstheindividual orally.

8.14.2. Records the fact that the individual refused to execute the termination statement and was
orally debriefed.

8.14.3. Ensurestheindividual no longer has accessto classified information.
8.14.4. Forwards the AF Form 2587 to the servicing ISPM for Security Information File (SIF) pro-
cessing according to AFI 31-501.

Section 8F—Program Oversight
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8.15. General.

8.15.1. Commanders are responsible for ensuring systems are set up to determine training require-
ments, develop training, and eval uate effectiveness of the training.

8.15.2. ISPMs will make security education and training a special interest item during annual pro-
gram reviews.

8.15.3. Commanders will ensure that their security education and training program is given close
scrutiny during inspections, self-inspections and staff assistance visits (SAVS).

8.15.4. Personnel that have program oversight responsibilities should use a combination of
approaches to assess the effectiveness of the security education program, such as, observations, quiz-
zes, surveys, face-to-face interviews, practical demonstrations, etc.

Section 8G— Coordinating Requests for Formal Training

8.16. Coordinating Requestsfor Training.

8.16.1. Commanderswill ensure that requests for formal training are coordinated through unit, instal-
lation and MAJCOM training channels.

8.16.2. Requests for in-residence Defense Security Service (DSS) training courses will be processed
in accordance with AFCAT 37-2223, USAF Formal Schools, regardless of funding method (AF or
unit funded), except as stipulated in paragraph 8.16.3., below.

8.16.3. When aunitiswilling to fund TDY expenses (travel, per-diem, etc.), out-of-cycle attendance
at DSS in-residence training courses may be requested. If seating is available, requests will be filled
on afirst-come, first-serve basis. Submit requests through the MAJCOM to HQ USAF/XOF (memo
and DSS Registration Request) at least 30 days prior to the class start date. The commander’s written
approval is required. Once coordination has been completed and request approved, the unit will be
notified. AF activities that host/sponsor formal on-site training courses or seminars will make them
available to as many personnel as possible.
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Chapter 9
POTENTIAL OR ACTUAL COMPROMISE OF CLASSIFIED INFORMATION

9.1. Policy. [Reference DoD 5200.1-R, Paragraph 10-100]

9.1.1. A potential compromise is when an investigating official concludes that a compromise proba-
bly occurred as aresult of the security incident.

9.1.2. Security incidents as used in this AFI pertain to any security violation or infraction as defined
in EO 12958.

9.1.3. Report all automated information system (AlS) incidentsto the local ISPM and computer secu-
rity personnel so these officials may evaluate the impact of the incident on national security and the
organization’s operations. Also see AFI 33-212, Reporting COMSEC Incidents. [ Reference DoD
5200.1-R, Paragraph 10-100b]

9.1.4. See AFMAN 14-304. [Reference DoD 5200.1-R, Paragraph 10-100c]

9.2. Reporting. [Reference DoD 5200.1-R, Paragraph 10-101]

9.2.1. Personnel who learn of a security incident must promptly report it to their servicing ISPM by
the end of thefirst duty day. The ISPM will assign a case number beginning with calendar year, base,
and sequential number for tracking purposes. [Reference DoD 5200.1-R, Paragraph 10-101a]

9.2.2. Classify notices of incidents at the same level of classification as the information involved in
the incident whenever the information is accessible to unauthorized personnel. Such notices must
remain classified until the information has been retrieved and appropriately safeguarded. The author-
ity for classifying the noticesis the same asfor the classified information involved in the compromise.
This helps divert attention from the fact that classified information isin alocation accessible to unau-
thorized personnel. [Reference DoD 5200.1-R, Paragraph 10-101a and ]

9.2.3. Personnel must report compromises/potential compromises of these incidents through com-
mand |SPM channelsto HQ USAF/XOFI: [Reference DoD 5200.1-R, Paragraphs 10-101c—d]

9.2.3.1. Classifiedinthe public medig;

9.2.3.2. Foreign intelligence agencies;.

9.2.3.3. Crimina activity;

9.2.3.4. NATO classified information;

9.2.3.5. Foreign government information or foreign nationals; and,
9.2.3.6. Restricted Data (RD) or Formerly Restricted Data (FRD).

9.2.4. Personnel must also report these incidents to the servicing AFOSI detachment. They are those
involving:

9.2.4.1. Foreign intelligence agencies.
9.2.4.2. Crimina activity.
9.2.5. See paragraph 9.2.3. [Reference DoD 5200.1-R, Paragraph 10-101€]
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9.2.6. Personnel report all compromises involving specia access information to SAF/AAZ through
the appropriate special access program channels. [Reference DoD 5200.1-R, Paragraph 10-101i]

9.3. Investigation. [Reference DoD 5200.1-R, Paragraph 10-102a and b]

9.3.1. The Air Force investigates all security incidents using AFlI 90-301, Inspector General Com-
plaints (Category Il Investigations) and the Inspector General (IG) Investigating Officer’s (10) Guide
as guides through the process. Investigating officials can obtain a current copy of the IG 10 Guide
from their local 1G office. Investigations can be as simple as that of apreliminary inquiry or as formal
asan investigation with signed sworn statements. The depth of an investigation will be determined by
the complexity and seriousness of an incident. The main point of the investigative processisto gain
enough information to determine if a compromise has occurred so that the appropriate corrective
action can be taken.

9.3.2. Appointing Investigative Officials.

9.3.2.1. Unit commanders or staff agency chiefs of the activity responsible for the security inci-
dent appoint an investigative official, as appropriate, to conduct an investigation according to this
instruction. They may use the sample appointment letter in their local 1G O Guide as their
appointment letter format.

9.3.2.2. When security incidents occur because of unauthorized transmission of classified mate-
rial, the sending activity’s unit commander or staff agency chief appointsthe investigative official.

9.3.2.3. Investigative officials coordinate their actions with the servicing ISPM and staff judge
advocate’s office.

9.4. Reaultsof the Investigation. [Reference DoD 5200.1-R, Paragraph 10-103]
9.4.1. Upon completion of the investigation, the appointing official:
9.4.1.1. Closestheinvestigation unless MAJCOM, DRU, or FOA directives indicate otherwise;

9.4.1.2. Determines if administrative or disciplinary action is appropriate. See AFI 31-501 for
information on SIFs;

9.4.1.3. Debriefs individuals who have had unauthorized access. Use AF Form 2587. Also see
DoD 5200.1-R, paragraph 10-105;

9.4.1.4. Forwards a copy of the report to the ISPM identifying corrective actions taken. The
ISPM will useit to help identify specific areas of the security program for enhancement. And,

9.4.1.5. Disposes of the report according to the instructionsin AFMAN 37-139.
9.5. Verification, Reevaluation and Damage Assessment. [ Reference DoD 5200.1-R, Paragraph
10-104]
9.5.1. OCAs:
9.5.1.1. Set up damage assessment controls and procedures for their information;

9.5.1.2. Must notify HQ USAF/XOFI through command ISPM channels when doing a damage
assessment; and,
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9.5.1.3. Must provide a copy of the damage assessment report to HQ USAF/XOFI through com-
mand | SPM channels.

9.6. Management and Oversight. [Reference DoD 5200.1-R, Paragraph 10-106]
9.6.1. ThelSPM:
9.6.1.1. Providestechnical guidance.
9.6.1.2. Monitors the status of security incidents.

9.6.1.3. Forwards, through command ISPM channels, those incidents involving cases described
in paragraph 9.2.3. above to HQ USAF/XOFI.

9.6.2. Investigative officials must complete investigations within 30 duty days from appointment.
They can use the same investigation report format in AFI 90-301 for their report.

9.6.3. HQ USAF/XOFI uses security incident data in their management information system to assist
in measuring the health of the program. See paragraph 1.5. of this AFI and AFPD 31-4.

9.7. Unauthorized Absences. Report unauthorized absences as described in DoD 5200.1-R, paragraph
10-108, to the ISPM and AFOSI detachment. [Reference DoD 5200.1-R, Paragraph 10-108]

ROBERT H. FOGLESONG, Lt Genera, USAF
DCYAIr & Space Operations
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GSA—General Services Administration

| DS—Intrusion Detection System

| G—Inspector General

| O—Investigating Officer

| SPM —Information Security Program Manager
| SOO—Information Security Oversight Office
LFC—Local Files Check

MAJCOM—Magor Command

M DR—M andatory Declassification Review

M1 S—Management Information System
NAC—National Agency Check
NARA—National Archives and Records Administration
NAT O—North Atlantic Treaty Organization
NCR—National Capital Region
NdA—Nondisclosure Agreement
OCA—Origina Classification Authority

OM B—Office of Management and Budget
PA—Privacy Act

PCS—Permanent Change of Station
RCS—Report Control Symbol

RD—Restricted Data

SAP—Specia Access Program

SAT E—Security Awareness, Training, and Education

AF131-401 15 DECEMBER 2000
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SCl—Sensitive Compartmented Information
SCG—Security Classification Guide
SEI—Special Experience Identifier

SF—Standard Form

SIF—Security Information File

SSO—Specia Security Office

TDS—Technical Data Sheet

TDY—Temporary Duty

TSCA—Top Secret Control Account
TSCM—Technical Surveillance Countermeasures
TSCO—Top Secret Control Officer
UCNI—Unclassified Controlled Nuclear Information

51
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Attachment 2

LIST OF AIR FORCE OFFICIALS AUTHORIZED TO CERTIFY ACCESS
TO RESTRICTED DATA

Secretariat

Secretary of the Air Force (SAF/OS)

Under Secretary of the Air Force (SAF/UYS)

Assistant Secretary of the Air Force (Space) (SAF/SN)

Assistant Secretary of the Air Force (Financial Management and Comptroller) (SAF/FM)
Assistant Secretary of the Air Force (Manpower, Reserve Affairs, Installations, and Environment)
(SAF/MI)

Assistant Secretary of the Air Force (Acquisition) (SAF/AQ)

Genera Counsel (SAF/GC)

Inspector Genera (SAF/IG)

Administrative Assistant to the Secretary of the Air Force (SAF/AA)

Air Staff

Chief of Staff (HQ USAF/CC)

Vice Chief of Staff (HQ USAF/CV)

Assistant Vice Chief of Staff (HQ USAF/CVA)

Deputy Chief of Staff/Air and Space Operations (HQ USAF/XO)
Director, Intelligence, Surveillance and Reconnaissance (HQ USAF/XOI)
Deputy Chief of Staff/Installations and Logistics (HQ USAF/IL)
Deputy Chief of Staff/Personnel (HQ USAF/DP)

Deputy Chief of Staff/Plans and Programs (HQ USAF/XP)
Surgeon Genera (HQ USAF/SG)

Director of Security Forces (HQ USAF/XOF)

Chief, Information Security Division (HQ USAF/XOFI)

Chief of Safety (HQ USAF/SE)

Commands
Commander, Air Education and Training Command (HQ AETC/CC)
Commander, Air Force Institute of Technology (HQ AFIT/CC)
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Commander, Air University (HQ AU/CC)

Commander, Air Force Space Command (HQ AFSPC/CC)
Commander, 45th Space Wing (HQ 45 SW/CC)

Commander, Air Force Materiel Command (HQ AFMC/CC)
Commander, Ogden Air Logistics Center (OO-ALC/CC)
Commander, Oklahoma City L ogistics Center (OC-ALC/CC)
Commander, Sacramento Air Logistics Center (SM-ALC/CC)
Commander, San Antonio Air Logistics Center (SA-ALC/CC)
Commander, Warner Robins Air Logistics Center (WR-ALC/CC)
Commander, Aeronautical Systems Center (HQ ASC/CC)
Commander, Human Systems Center (HQ HSC/CC)

Commander, Air Force Flight Test Center (HQ AFFTC/CC)
Commander, Air Force Development Test Center (HQ AFDTC/CC)
Commander, Arnold Engineering Development Center (HQ AEDC/CC)
Commander, Air Force Research Laboratory (HQ AFRL/CC)
Commander, Electronic Systems Center (HQ ESC/CC)
Commander, Space and Missile Systems Center (HQ SMC/CC)
Commander, Air Force Reserve Command (HQ AFRC/CC)
Commander, Air Mobility Command (HQ AMC/CC)

Commander, Pacific Air Forces (HQ PACAF/CC)

Commander, United States Air Forces in Europe (HQ USAFE/CC)
Commander, Air Combat Command (HQ ACC/CC)

Direct Reporting Units
Commander, 11 Wing (HQ 11 WG/CC)

Commander, United States Air Force Academy (HQ USAFA/CC)
Commander, Air Force Operational Test and Evaluation Center (HQ AFOTEC/CC)
Commander, Air Force Communications Agency (HQ AFCA/CC)
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Field Operating Agencies
Commander, Air Intelligence Agency (HQ AIA/CC)

Commander, National Air Intelligence Center (HQ NAIC/CC)

Miscellaneous
Commander, Air Force Technical Applications Center (HQ AFTAC/CC)
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Attachment 3
CONTROLLED UNCLASSIFIED INFORMATION

A3.1. For Official Use Only (FOUQ). See AFI 37-131, for additional Air Force policy on FOUO infor-
mation. [Reference DoD 5200.1-R, Paragraph 2-204]

A3.2. Sensitive But Unclassified and Limited Official Use Information. Users apply the same mark-
ing, accessing, and protecting policy as required for FOUO information, AFI 37-131. [Reference DoD
5200.1-R, Paragraph 3-300]

A3.3. Protection of Drug Enforcement Agency (DEA) Sensditive Information. [ Reference DoD
5200.1-R, Paragraph 4-403a]

A3.3.1. Usersfollow DEA policy for safeguarding DEA sensitive information.

A3.3.2. See AFI 33-202, Computer Security, for policy on secure communications circuits.

A3.4. Unclassified Controlled Nuclear Information (UCNI)

A3.4.1. Responsibility. The Director of Security Forces (HQ USAF/XOF) has primary responsibility
within the Air Force for the implementation of DoDD 5210.83. [ Reference DoD 5200.1-R, Appendix
C, Section 5]

A3.4.2. UCNI Officials.
A3.4.2.1. Thefollowing positions have been designated UCNI Officials within the Air Force:
A3.4.2.1.1. Air Staff and Secretariat staff agency chiefs.
A3.4.2.1.2. Mgor command, field operating agency, and direct reporting unit commanders.
A3.4.2.1.3. Installation commanders and equivalent commander positions.
A3.4.2.1.4. Chiefs of Security Forcesat al levels.
A3.4.3. UCNI Officials' Responsibilities.
A3.4.3.1. Identify information meeting definition of UCNI.
A3.4.3.2. Determine criteriafor accessto UCNI and approve special access requests.
A3.4.3.3. Approve or deny the release of UCNI information.

A3.4.3.4. Ensure all UCNI information is properly marked, safeguarded, transmitted, and
destroyed properly.

A3.4.3.5. Document decisions and report them through their command ISPM channels to HQ
USAF/XOFI. RCS Number DD-C3I(AR)1810 applies to this data collection.

A3.5. Senstive Information (Computer Security Act of 1987). See AFI 33-202 for Air Force policy
on protecting information in Federal Government AlS. [Reference DoD 5200.1-R, Paragraph 6-600]

A3.6. Technical Documents. See AFI 61-204 for Air Force policy on technical documents. [ Reference
DoD 5200.1-R, Paragraph 7-700]
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Attachment 4

DEPARTMENT OF THE AIR FORCE EXECUTIVE ORDER (EO) 12958
25-YEAR AUTOMATIC DECLASSIFICATION PLAN

Section AAA—Plan

A4.1. Purpose. This plan provides the framework for Air Force compliance with Section 3.4 of the EO
12958.

A4.2. Scope. Thisplan pertainsto all classified Air Force records determined under Federal law to have
permanent historical value wherever they may be stored. Examples of record locations or storage are:
National Archives (including regional archive branches), Federal Records Centers, Presidential Libraries,
unit file rooms or repositories, other approved repositories, including contractor facilities, libraries, and
within other agencies.

A4.3. Senior Official. Air Force Senior Security Official: Mr. William A. DAVIDSON, Administrative
Assistant to the Secretary of the Air Force. Address - SAF/AA 1720 Air Force, Pentagon, Washington,
DC 20330-1720. Telephone - (703) 695-9492.

A4.4. Estimated Amount Of Records And L ocations

A4.4.1. The total estimated amount of Air Force records which meet the criteria of Section 3.4 is:
70,598 Cubic Feet (176,495,000 Pages). Of the total figure, 70,288 Cubic Feet (175,720,000 Pages)
contain potentially exemptible information. Specific record reviews over the next five (5) years will
determine more precisely what records must remain classified and what records can be automatically
declassified. The remaining 310 Cubic Feet (775,000 Pages) can be automatically declassified with-
out further review.

A4.4.2. Record locations and the estimated amount for these |ocations are as follows:

A4.4.2.1. 52,864 Cubic Feet (132,160,000 Pages)—Air Force Command/Activity Files, Reposi-
tories, Libraries, and Historical Centers.

A4.4.2.2. 9,644 Cubic Feet (24,110,000 Pages)—Federal Records Centers.
A4.4.2.3. 6,196 Cubic Feet (15,490,000 Pages)—National Archives.
A4.4.2.4. 1,584 Cubic Feet (3,960,000 Pages)—Presidential Libraries.

A4.4.2.5. 310 Cubic Feet(775,000 Pages)—Air Force Command/Activity Files, Repositories,
Libraries, and Historical Centers - pages to be automatically declassified without review.

NOTE: Specific location(s) of Air Force command/activity filesis contained in our supporting data and
can be provided upon request.

A4.4.3. Thesurvey method used by the Air Force to obtain these figures consisted of tasking each Air
Force Secretariat, Air Staff, Mgjor Command, Direct Reporting Unit, and Field Operating Agency
activity to search their file holdings to identify records, documents, and information that falls within
the purview of EO 12958, Section 3.4. The estimation conversion table provided by 1SOO was used.
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A4.5. Exempt File Series Description

A4.5.1. Federal Records Center: Record Groups 340, 341, and 342. Reasons for exemption corre-
spond with EO exemption categories 1, 2, 5, 6 and the fact that the files contain some Restricted Data
and Formerly Restricted Data.

A4.5.2. National Archives. Category 1 and 3. Reasons for exemption correspond with EO exemp-
tion categories 1, 2, 5, and 6.

A4.5.3. Presidential Libraries: Presidential Files. Reasons for exemption correspond with EO
exemption categories 1, 2, 5, and 6.

A4.5.4. Air Force Commands/Activities: Variousfiles seriesare listed as:
A4.5.4.1. Airborne Warning and Control Systems.
A4.5.4.2. Agreements.

A4.5.4.3. Bdlistic Missile Systems.

A4.5.4.4. Combat Evaluations.

A45.45. Command Files.

A4.5.4.6. COMSEC Surveillance Project.
A4.5.4.7. Country Files.

A4.5.4.8. Cryptographic Information.

A4.5.4.9. Cryptologic Information.

A4.5.4.10. Electronic Warfare.

A4.5.4.11. Espionage/Counterespionage Operations.
A4.5.4.12. Flight Technical Reports.

A4.5.4.13. Foreign Civil Litigation Cases.
A4.5.4.14. Foreign Government Agreements.
A4.5.4.15. Foreign Government Technology.
A4.5.4.16. Historical Program and Unit Records.
A4.5.4.17. Intelligence Billet Validation.
A4.5.4.18. Intelligence Material Records.
A4.5.4.19. Intelligence Presentation Aids.
A4.5.4.20. Intelligence Reference Records.
A4.5.4.21. Investigative Files.

A4.5.4.22. Law of Armed Conflict.

A4.5.4.23. Missile/Space Technology.

A4.5.4.24. Munitions Effectiveness/Target Vulnerability.
A4.5.4.25. Negotiating Records.
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A4.5.4.26. Nuclear Weapons Information.

A4.5.4.27. Presidentia Aircraft System Security Standards.
A4.5.4.28. Security Classification Guides.

A4.5.4.29. Studies, Analysis and Summaries.

A4.5.4.30. Test Plans.

A4.5.4.31. Training Records/Film.

A4.5.4.32. Vietnam.

A4.5.4.33. Weapons Systems.

A4.5.4.34. War Plans.

NOTE: Reasons for exemption correspond with EO exemption categories 1, 2, 3, 4, 5, 6, 7, 8, 9, and
Restricted Data and Formerly Restricted Data.

A4.6. Implementation Plan. The following actions will be taken to ensure the Air Force is in compli-
ance with Section 3.4 of the EO.

A4.6.1. All Air Force activities - Secretariat, Air Staff, Mg or Commands, Direct Reporting Units,
and Field Operating Agencies, that classify and/or maintain classified holdings will be responsible
for:

A4.6.1.1. ldentifying records, files, documents, and information which falls under the purview of
Section 3.4.

A4.6.1.2. Providing specific resources, such as manpower and financial support, that will be allo-
cated to identify records and perform declassification reviews.

A4.6.1.3. Implementing self paced classification/declassification management training.

A4.6.1.4. Conducting declassification reviews on all records which fall within the purview of
Section 3.4 and reporting results of their reviews quarterly to HQ USAF/XOFI.

A4.6.1.5. Declassifying, where possible, and making available to the public all records not requir-
ing exemption.

A4.6.2. Declassification reviews and actions will be accomplished by:
A4.6.2.1. Using in place and mobile declassification review teams that are composed of local

subject matter experts, security personnel, records management personnel, historians, and reserve
personnel.

A4.6.2.2. Conducting bulk declassification with concentration directed first to the high risk
records, medium risk second, and low risk last. The following risk definitions apply:

A4.6.2.2.1. High - most of the information contained in the records will amost invariably fall
into one or more exemption categories and have information which belongs to other agencies.
Therefore, these records will require extensive interagency coordination and review.
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A4.6.2.2.2. Medium - some of the information contained in the records will fall into one or
more exemption categories and have some information which belongs to another agency.
These records may require interagency coordination and review.

A4.6.2.2.3. Low - very little, if any, of the information contained in the records will fal into
an exemption category or belong to another agency. These records most likely will require no
interagency coordination.

A4.6.2.3. Automating applicable Security Classification and Declassification Guides and making
them available to other federal agencies.

A4.6.3. Review goal will be:
A4.6.3.1. 20% of records—15 Nov 95 - 15 Oct 96.
A4.6.3.2. 20% of records—16 Oct 96 - 15 Oct 97.
A4.6.3.3. 20% of records—16 Oct 97 - 15 Oct 98.
A4.6.3.4. 20% of records—16 Oct 98 - 15 Oct 99.
A4.6.3.5. 20% of records—16 Oct 99 - 16 Apr 00.

A4.6.4. Results of automatic declassification review will be monitored through the metric - Air Force
Automatic Declassification Review Summary. See AFPD 31-4 for a sample of this metric.

A4.6.5. Air Force will ater its review cycle of security classification guides to correspond with the
implementation date of the new order.

A4.6.5.1. Review of al Air Force security classification guides will begin 16 October 1995 with
agoal of completing theinitial review by October 1997.

A4.6.5.2. The purpose of these reviewswill be to update the guides as required and to bring them
into alignment with the provisions of the new order.

A4.6.5.3. Declassification guidance will be included in each guide as deemed appropriate.

A4.6.5.4. Classification and declassification guides will be placed in the automated Air Force
Declassification Toolbook and will be made available through the Air Force Publishing Distribu-
tion Library (AFPDL). Ultimately, all classification and declassification instructions will be
placed in a key word searchable automated database that will be made available to all Air Force
classifiers.

A4.7. Air Force Database. An Air Force locator system will be developed for use within the Govern-
ment Information Locator System (GILS). Asrecords are declassified, they will be listed in GILS and
made available for public information.

Section AAB—Referrals

A4.8. Purpose. This section establishes the process for handling all information which is subject to the
provisions of EO 12958, Classified National Security Information, Section 3.4, Automatic Declassifica
tion, and has been referred to, within, or outside the Air Force for review.
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A4.9. Scope. Thisprocessappliesto all information requiring review as prescribed by Section 3.4 of EO
12958, and:

A4.9.1. Isclearly Air Force information but is held by an organization outside of the Air Force.

A4.9.2. IsAir Force information being held by one Air Force organization but belongs to another Air
Force organization.

A4.9.3. Isinformation being held by the Air Force but belongs to another organization outside of the
Air Force.

A4.10. Primary Points Of Contact.

A4.10.1. Referrasto the Air Force: AFDO, Crystal Plaza 6, 2221 South Clark Street, Suite 600,
Arlington, VA, 22202; Telephone numbers - (703) 604-4700 (DSN 664); Fax - (703) 604-5533 (DSN
664).

A4.10.2. Referralsfrom or within the Air Force: Air Force organization initiating the referral.

A4.10.3. Superseded or disestablished Air Force organization: The Air Force organization that has
assumed, either directly or indirectly, the responsibility for the functions of the organization no longer
in existence.

A4.11. Referral Process.

A4.11.1. Information forwarded to the Air Force by another government organization will be pro-
cessed as follows:

A4.11.1.1. AFDO isthe central point within the Air Force to receive all information referred to
the Air Force for review by another government organization.

A4.11.1.2. AFDO, in turn, will be responsible for receiving al referred information; storing and
protecting the information; reviewing the information for classification/declassification determi-
nation; forwarding to the appropriate Air Force organization(s) to review for classification/declas-
sification determination as necessary; and responding to the government agency that referred the
information, if appropriate.

A4.11.2. Air Force organizations will review their information before a decision is made to refer
information from or within the Air Force. An Air Force organization will not refer information to
another Air Force organization or to another government organization if it intends to exempt, in full,
itsown information. Nor will an Air Force organization refer information to another Air Force orga-
nization if it can first declassify the information from instructions received in an appropriate Air Force
classification/declassification guide. For information that will be referred:

A4.11.2.1. Referralswithinthe Air Force: If information contained in documents held by one Air
Force organization but originated by another Air Force organization is referred to the originating
Air Force organization for review, the following applies:

A4.11.2.1.1. Unlessagreed to on a case by case basis, only information belonging to the orig-
inating organization, plus adequate identifying documentation, will be referred.

A4.11.2.1.2. Method of referral, e.g., paper copy, electronic, CD-ROM, will be based on the
capability of the receiving organization.
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A4.11.2.1.3. Unless agreed to on a case by case basis, no suspense will be levied by the refer-
ring organization.

A4.11.2.2. Referralsto another government organization: If information contained in documents
held by an Air Force organization but originated by another government organization isreferred to
the originating government organization for review, the following applies:

A4.11.2.2.1. Unlessagreed to on a case by case basis, only information belonging to the orig-
inating organization, plus adequate identifying documentation, will be referred.

A4.11.2.2.2. Method of referral, e.g., paper copy, electronic, CD-ROM, will be based on the
capability of the receiving organization.

A4.11.2.2.3. Unless agreed to on a case by case basis, no suspense will be levied by the refer-
ring organization.
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Attachment 5
PHYSICAL SECURITY STANDARDS

A5.1. Intrusion Detection Systems (IDS) Sandards. [Reference DoD 5200.1-R, Appendix G Para-
graph B6]
A5.1.1. Air Force IDS Standards. See AFI 31-101, Volume 1, Air Force Physical Security Pro-
gram, Chapter 8, for Air Force policy on IDS.

Ab5.1.2. Trustworthiness Determinations. See AFI 31-501 for Air Force policy on trustworthiness
determinations.



AF131-401 15 DECEMBER 2000 63

Attachment 6
TRANSMISSION TO FOREIGN GOVERNMENTS

A6.1. General. Air Force contracting officials ensure that US industrial activities have a government
approved transportation plan or other transmission instructions.

Receipts. Air Force personnel: [Reference DoD 5200.1-R, Appendix H, Paragraph a]

A6.1.1. Use AF Form 349, Receipt for Documents Released to Accredited Representatives of
Foreign Nations (available on the AFEPL);

A6.1.2. Show the complete unclassified title, description of a classified letter, minutes of meeting,
and so on and any numerical identification of documents released on the form; and,

A6.1.3. Use the United States Postal System registered mail or Express Mail to transfer Secret or
Confidential material to an embassy, official agency, or designated representative of the recipient for-
eign government in the United States.

A6.2. Whenever possible, shippers should use military airlift for shipping classified to foreign recipients.
NOTE: When Air Mobility Command airlift can’t deliver, determine an alternate secure method of direct
delivery to a designated representative on a case-by-case basis. [Reference DoD 5200.1-R, Appendix H,
Paragraph c]

A6.3. Depot and contract administration officials review lists of freight forwarders specified by the recip-
ient foreign government to confirm that DoD 4000.25-8-M, Military Assistance Program Address Direc-
tory System, Jul 95, shows them as authorized to transport classified information.

A6.4. See AFPD 24-2 for instructions on “Report of Shipment.”

A6.5. Overseas Shipments. See AFI 31-601 for Air Force policy on overseas shipments. [Reference
DoD 5200.1-R, Appendix H, Paragraph c(5)]

A6.6. Foreign Military Sales(FMS). Air Force activities having primary management responsibility
for processing foreign military sales cases ensure that personnel include transmission instructions. [Ref-
erence DoD 5200.1-R, Appendix H, Paragraph e(1)(a)]

Foreign military sales processors work with ISPMs and transportation officials on transportation plans
submitted by foreign purchasers before giving final approval.
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Attachment 7

AIR FORCE INFORMATION SECURITY PROGRAM
TRAINING STANDARD

OBJECTIVE: To provide personnel with an understanding and knowledge of the Air Force standards
and policies as they related to the DOD information security program, to include basic philosophy, pol-
icy, classification process, safeguarding, and security education program. NOTE: For training purposes,
personnel are categorized and/or identified in the below as security (S) - security professional, specialist
and manager); cleared personnel (C) - origina classification authorities (OCAS), derivative classfiers,
declassifiers, and other personnel that require access to classified information; and/or uncleared person-
nel (U) - personnel that do not require access. Personnel will receive training (scale value) as indicated
during initial, orientation and refresher information security training.
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Qualitative Requirements - Proficiency Code Key
Scale |Definition: Theindividual
Vaue

1 |Candosimplepartsof thetask. Needsto betold or shown how to do most
of thetask. (Extremely limited)

Task 2 |Cando most parts of the task. Needs only help with hardest parts. (Par-
tialy Proficient)

Performance 3 |Candodl partsof thetask. Needsonly aspot check of completed work.
(Competent)

Levels 4  |Can do the complete task quickly and accurately. Can tell or show others
how to do the task. (Highly Proficient)

Can name parts, tools, and simple facts about the task. (Nomenclature)
*Task b  |Can determine step by step procedures for doing thetask. (Procedures)

Knowledge c |Canidentify why and when the task must be done and why each step is
needed. (Operating Principles)

Levels d |Canpredict, isolate, and resolve problems about thetask. (Advanced The-
ory)
A |Canidentify basic facts and terms about the subject. (Facts)
** Subj ect B |Canidentify relationship or basic facts and state general principles about
the subject. (Principles)
Knowledge C |Cananayzefactsand principles and draw conclusions about the subject.
(Analysis)
Levels D |Can evaluate conditions and make proper decisions about the subject.
(Evaluation)

Explanations:

* A task knowledge scale value may be used alone or with atask performance scale valueto definea
level of knowledge for a specific task. (Example: b and 1b)

** A subject knowledge scale valueis used alone to define alevel of knowledge for subjects not
directly
related to any specific task or for a subject common to several tasks.

- Thismark isused alone instead of a scale value to show no proficiency training is provided in the
standard.

X This mark is used in course columns to show training required but not given due to limitationsin
resources.
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BASIC INFORMATION SECURITY PROGRAM TRAINING STANDARDS

SUBJECTS, MATERIALS, AND/OR AREAS S C
1. POLICY AND PROGRAM MANAGEMENT
a. Policy
(1) Purpose and Scope (DOD 5200.1-R, paragraph 1-100) A A
(2) Policy ((DOD 5200.1-R, paragraph 1-101/AFI 31-401, paragraph 1.1.) A A
(3) Philosophy (AFI 31-401, paragraph 1.2.) A A

b. Program Management

(1) Program Management (AFI 31-401, paragraph 1.3.)

>
>

(2) Air Force Oversight (AFI 31-401, paragraph 1.4.)

(3) Termsand Definitions (DOD 5200.1-R, Appendix B/AFI 31-501, attachment C)

>
>

(4) Related Programs (Normally, functional OPR providestraining & oversight)

(@) Personnel Security - Security Forces (XOF)

(b) Industrial Security - Security Forces (XOF)

(c) Operations Security (OPSEC) - Operations (XOO)

> > > >

(d) Emission Security (EMSEC) (SC)

(e) Communications Security (COMSEC) (SC)

(f) Intelligence (IN)

(99 Computer Security (COMPUSEC) (SC)

(h) Physical Security - (XOF)

(h) Physical Security - (XOF)

(j) Product Security - Security Forces (XOF)

(k) Freedom of Information Act (FOUO) (SC)

(1) Privacy Act (SC)

(m) Security and Policy Review (PA)

> > > > >

> > > >

(n) Foreign Disclosure (1A)

c. Special types of information

(1) Restricted Data (DOD 5200.1-R, paragraph 1-300/AFI 31-401, paragraph 1.5.)

> >

(2) Sensitive Compartmented Information (SCI) (DOD 5200.1-R, paragraph
1-301/AFI 31-401, paragraph 1.5./AFI 14-302)

(3) Communication Security (COMSEC) Information (DOD 5200.1-R, paragraph| A
1-301/AFI 31-401, paragraph 1.5.)

(4) North Atlantic Treaty Organization and Other Foreign Government Information | A
(DOD 5200.1-R, paragraph 1-303)
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SUBJECTS, MATERIALS, AND/OR AREAS S
(5) Controlled Unclassified Information (DOD 5200.1-R, Appendix E/AFI 31-401,] A
Attachment 3)
d. Exceptional situations
(1) Military Operations (DOD 5200.1-R, paragraph 1-400) A
(2) Waiversto Requirements (DOD 5200.1-R, paragraph 1-401/AFI 31-401, para-| A
graph 1.6.)
e. Corrective Actions and Sanctions
(1) Genera Policy (DOD 5200.1-R, paragraph 1-500) A
(2) Sanctions (DOD 5200.1-R, paragraph 1-501/AFI 31-401, paragraph 1.8.) B
(3) Reporting of Incidents (DOD 5200.1-R, paragraph 1-502/AFI 31-401, para-| B
graph 1.3)
f. Reporting Requirements (DOD 5200.1-R, paragraph 1-600/AFI 31-401, paragraph| A
1.7.)
g. Self-Inspections (DOD 5200.1-R, paragraph 1-700/AFI 31-401, paragraph 1.9.) A
2. ORIGINAL CLASSIFICATION
a. Original Classification Authority
(1) Policy (DOD 5200.1-R, paragraph 2-200) A
(2) Delegation of Authority (DOD 5200.1-R, paragraph 2-301) A
(3) Air Force Original Classification Authority Training (DOD 5200.1-R, para-| C
graph 2-202, AFI 31-401, paragraph 2.1./32 CFR part 2001)
b. Origina Classification Process
(1) Overview (DOD 5200.1-R, paragraph 2-300) A
(2) Eligibility for Classification (DOD 5200.1-R, paragraph 2-301) B
(3) Possihility of Protection (DOD 5200.1-R, paragraph 2-302) B
(4) The Decision to Classify (DOD 5200. 1-R, paragraph 2-303) B
(5) Leve of Classification (DOD 5200.1-R, paragraph 2-304) B
(6) Duration of Classification (DOD 5200,1-R, paragraph 2-305) B
(7) Communicating the Decision (DOD 5200.1-R, paragraph 2-306) B
b. Specia Considerations
(1) Compilation (DOD 5200.1-R, paragraph 2-400) A
(2) The Acquisition Process (DOD 5200.1-R, paragraph 2-401) A
(3) Limitations and Prohibitions (DOD 5200.1-R, paragraph 2-402/AFI 31-401,| B
paragraph 2.2.)
c. Security Classifications and/or Declassification Guides
(1) Policy (DOD 5200.1-R, paragraph 2-500) A
(2) Content (DOD 5200.1-R, paragraph 2-501/AFI 31-401, paragraph 2.4.) C
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(3) Approval, Digtribution and Indexing (DOD 5200.1-R, paragraph 2-502/AFI| A
31-401, paragraph 2.4.)

(4) Review, revision and Cancellation (DOD 5200.1-R, paragraph 2-503) A
d Information for Private Sources

(1) Policy (DOD 5200.1-R, paragraph 2-600) A

(2) Classification Determination (DOD 5200.1-R, paragraph 2-601) A

(3) Patent Secrecy Act (DOD 5200.1-R, paragraph 2-602) A

3. DERIVATIVE CLASSIFICATION

a. Policy and Genera Requirement

>
>

(1) The Nature of the Process (DOD 5200.1-R, paragraph 3-100)

(2) Authority and Responsibility (DOD 5200.1-R, paragraph 3-101) A A

>
>

(3) Policy (DOD 5200.1-R, paragraph 3-102)

b. Procedures

>
>

(1) Genera (DOD 5200.1-R, paragraph 3-200)

>

(2) Special Cases (DOD 5200.1-R, paragraph 3-201)

4. DECLASSIFICATION AND REGRADING

a. Policy (DOD 5200.1-R, paragraph 4-100)

. Declassification Systems (DOD 5200.1-R, paragraph 4-101)

. Declassification Authority (DOD 5200.1-R, paragraph 4-102)

> > > >

> > > W >

b
c
d. Declassification and Downgrading Officials (AFI 31-401, paragraph 3.1.)
e. Exceptions (DOD 5200.1-R, paragraph 4-103)

f. Declassification Decisions by Original Classifiers

(1) Requirement (DOD 5200.1-R, paragraph 4-200)

(2) The“Ten-Year Rule” (DOD 5200.1-R, paragraph 4-201)

(3) Exemption from the “ Ten-Year Rule” (DOD 5200.1-R, paragraph 4-202)

> > > >
> > > >

(4) Extension of Ten-Year Declassification Periods (DOD 5200.1-R, paragraph
4-203)

g. Automatic Declassification at 25 Years

(1) The Automatic Declassification System (DOD 5200.1-R, paragraph 4-300/AFI| A A
31-401, paragraph 3.2./Attachment 4)

(2) Exemption of Specific Information (DOD 5200.1-R, paragraph 4-301) A A
h. Mandatory Review for Declassification
(1) Genera (DOD 5200.1-R, paragraph 4-400) A
(2) Responsihilities and Procedures (DOD 5200.1-R, paragraph 4-401) A

(3) Mandatory Declassification (AFI 31-401, paragraph 3.3.) A
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i. Systematic Review for Declassification (DOD 5200.1-R, paragraph 4-500)

j. Downgrading

(1) Purpose and Authority (DOD 5200.1-R, paragraph 4-600)

(2) Downgrading Decisions during Original Classification (DOD 5200.1-R, para
graph 4-601)

(3) Downgrading at aLater Date (DOD 5200.1-R, paragraph 4-602)

k. Upgrading (DOD 5200.1-R, paragraph 4-700)

I. Classification Challenges (DOD 5200.1-R, paragraph 4-900/AFI 31-401, paragraph
2.3)

5. FOREIGN GOVERNMENT INFORMATION

a. Policy and Procedures (DOD 5200.1-R, paragraph 4-800)

b. Communication with Foreign Government (DOD 5200.1-R, paragraph 4-801)

6. MARKING

a. Genera Provisions

(1) Marking and Designations rules (DOD 5200.1-R, paragraph 5-100)

(2) Exceptions (DOD 5200.1-R, paragraph 5-101)

>

>

(3) Marking Classified Documents and Other Material (DOD 5200.1-R, paragraph
5-102/AFl 31-401, Section 4B)

w

>

b. Specific marking on Documents

(1) Overdl Classification Marking (DOD 5200.1-R, paragraph 5-200)

(2) Agency, Office of Origin, and Date (DOD 5200.1-R, paragraph 5-201)

(3) Source(s) of Classification (DOD 5200.1-R, paragraph 5-202)

(4) Reason for Declassification/Classification (DOD 5200.1-R, paragraph
5-203/AFI 31-401, paragraph 4.2.)

| 0| 0| @

> > > >

(5) Declassification/Downgrading Instructions (DOD 5200.1-R, Paragraph 5-206)

c. ldentification of Specific Classified Information (DOD 5200.1-R, Paragraph 5-206)

(1) Marking waivers (AFI 31-401, paragraph 4.4.)

(2) Page Marking (DOD 5200.1-R, paragraph 5-207)

| 0| 0| @

> > > >

d. Marking Specia Types of Documents

(1) Documents With component Parts (DOD 5200.1-R, paragraph 5-300)

>

(2) Transmittal Documents DOD 5200.1-R, paragraph 5-301)

(3) Classification by Compilation DOD 5200.1-R, paragraph 5-302)

> >

e. Trandations (DOD 5200.1-R, paragraph, 5-304)

f. Information Transmitted Electronically (DOD 5200.1-R, paragraph 5-305)

g. Documents and Material Marked for Training Purposes (DOD 5200.1-R, paragraph
5-306)

W W W W W W
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h. Files, Folders, and Groups of Documents (DOD 5200.1-R, paragraph 5-307)

i. Printed Documents Produced by AlS Equipment (DOD 5200.1-R, paragraph 5-308)

W @ T »n
> > >0

j. Working Papers (DOD 5200.1-R, paragraph 6-101)

k. Marking Specia Types of Materials

(1) Blue prints, Maps (DOD 5200.1-R, paragraph 5-401)

(2) Photographs (DOD 5200.1-R, paragraph 5-402)

(3) Slides(DOD 5200.1-R, paragraph 5-403)

(4) Films(DOD 5200.1-R, paragraph 5-404)

(5) Sound Recordings (DOD 5200.1-R, paragraph 5-405)

(6) Microfilms (DOD 5200.1-R, paragraph 5-406)

(7) AlSRemovable (DOD 5200.1-R, paragraph 5-407)

(8) AlS Storage (DOD 5200.1-R, paragraph 5-407/AFI 31-401, paragraph 4.7.)

(9) Labels (DOD 5200.1-R, paragraph 4-409)

| 0| | 0| 0| W| 0| 0| W| W
> > > > > D>

(20) Intelligence Information (DOD 5200.1-R, 5-410/AFI 31-401, paragraph 4.8.)

I. Changesin Marking

(1) Downgrading and Declassification (DOD 5200.1-R, paragraph 5-500)

>
>

(2) Downgrading and Declassification Earlier Than Scheduled (DOD 5200.1-R,| A
paragraph 5-501)

(3) Upgrading (DOD 5200.1-R, paragraph 5-502) A
(4) Posted Notice on Bulky Material (DOD 5200.1-R, paragraph 5-503) A
(5) Extensionson Duration (DOD 5200.1-R, paragraph 5-504) A
m. Remarking and Using Old Classified Material
(1) Retaining Old Marking (DOD 5200.1-R, paragraph 5-600) A
(2) Earlier Declassification and Extension (DOD 5200.1-R, paragraph 5-601) A
n. Foreign Government Information/Equivalent U.S.
(1) Marking NATO Documents (DOD 5200.1-R, paragraph 5-701) B

(2) Marking Other Foreign Government Documents (DOD 5200.1-R, paragraph| B A
5-702)

(3) Markingsfor Foreign Government and NATO Informationin DOD Documents | B
(DOD 5200.1-R, paragraph 5-703)

(4) Marking for Transfer to Achieves (DOD 5200.1-R, paragraph 5-704) B

7. SAFEGUARDING

a. Control Measures

(1) Genera (DOD 5200.1-R, paragraph 6-100/AFI 31-401, paragraph 5.1.) B A

(2) Working Papers (DOD 5200.1-R, paragraph 6-101/AFI 31-401, paragraph 5.3.) | B A
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b. Access
(1) Policy (DOD 5200.1-R, paragraph 6-300/AFI 31-401, paragraph 5.18.) B A
(2) Administrative Controls (AFI 31-401, paragraph 5.10.) B A
(3) Granting Accessto Classified Information (AFI 31-401, paragraph 5.4.) B A
(4) Nondisclosure Agreement (NDA) (AFI 31-401, paragraph 5.5.) B A
(5) Preventing Publication of Classified Information in the Public (AF 31-401,] A
paragraph 5.8.)
(6) Access by Persons Outside the Executive Branch (DOD 5200.1-R, paragraph| B A
6-201/AFI 31-401, paragraph 5.6.)
(7) Accessto Information Originating in a Non-DOD Department Agency (AFI| B A
31-401, paragraph 5.9.)
(8) Visits(DOD 5200.1-R, paragraph 6-202) B A
(9) Access by Vistors (AFI 31-401, paragraph 5.7.) B A
(10) Administrative Controls (AFI 31-401, paragraph 5.10.) B A
c. Safeguarding
(1) CareDuring Working Hours (DOD 5200.1-R, paragraph 6-30/AFI 31-401, para-| B A
graph 5.11.)
(2) End-of-Day Security Checks (DOD 5200.1-R, paragraph 6-302/AFI 31-401,] B A
paragraph 5.12.)
(3) Emergency Planning (DOD 5200.1-R, paragraph 6-303) B A
(4) Telephone Conversations (DOD 5200.1-R, paragraph 6-304) B A
(5 Removal of Equipment( DOD 5200.1-R, paragraph 6-305) A
(6) Residential Storage (DOD 5200.1-R, paragraph 6-306) B A
(7) Meeting and Conferences DOD 5200.1-R, paragraph 6-307/AFI 31-401, para-| B A
graph 5.15.)
(8) Information Located in Foreign Countries (DOD 5200.1-R, paragraph 6-308) | B
(9) Processing Equipment/Reproduction (DOD 5200.1-R, paragraph 6-309/AFI| B A
31-401, paragraphs 5.17./5.26.)
d. Storage
(1) Genera Policy (DOD 5200.1-R, paragraph 6-400) A A
(2) Standards of Equipment (AFI 31-401, paragraph 5.20.) A A
(3) Storage of Information (DOD 5200.1-R, paragraph 6-402/AFI 31-401, para-| B A
graph 5.20.)
(4) Procuring New Equipment (DOD 5200.1-R, paragraph 6-403/AFI 31-401, para-| B
graph 5.22.)
(5) Designating and Combinations (DOD 5200.1-R, paragraph 6-404/AFl 31-401,] B A
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(6) Repairing Damaged Containers DOD 5200.1-R, paragraph 6-405/AFI 31-401,| B
paragraph 5.24.)

(7) Maintenance and Operating Inspections (DOD 5200.1-R, paragraph 6-406/AFI| A
31-401, paragraph 5.25.)

e. Reproducing Classified Material

(1) Policy (DOD 5200.-R, paragraph 6-500) A A

(2) Approving Reproduction (DOD 5200.1-R, paragraph 6-501) A A

(3) Control Procedures (DOD 5200.1-R, paragraph 6-502/AFI 31-401, paragraph
5.27.)

>
>

f. Foreign Government Information

(1) General (DOD 5200.1-R, paragraph 6-600)

(2) Top Secret, Secret, Confidential (DOD 5200.1-R, paragraph 6-601)

(3) Redtricted Information (DOD 5200.1-R, paragraph 6-602)

(4) Third-Country Transfers (DOD 5200.1-R , paragraph 6-603)

(5) Storage (DOD 5200.1-R, paragraph 6-604)

0| 0| 0| 0| 0| @

(6) Protecting Classified Material on Aircraft in Foreign Countries (AFI 31-401,
paragraph 5.16.)

g. Disposition and Destroying Classified Material

(1) Policy (DOD 5200.1-R, paragraph 6-700)

>
>

(2) Methods and Standards (DOD 5200.1-R, paragraph 6-701/AFI 31-401, para-| A A
graph 5.29.)

(3) Retention of Classified Records (AFI 31-401, paragraph 5.28.) A A

h. Alternative or Compensatory Control Measures (DOD 5200.1-R, paragraph| A
6-800/AFI 31-401, paragraph 5.30.)

8. TRANSMISSION AND TRANSPORTATION

a. Methods of Transmission or Transportation

(1) Policy (DOD 5200.1-R, paragraph 7-100/Air Force Policy (AFI 31-401, Para-| B A
graph 6.1.)

(2) Transmitting Top Secret Information (DOD 5200.1-R, paragraph 7-101/AFI| B A
31-401, paragraph 6.2.)

() Transmitting Secret Information (DOD 5200.1-R, paragraph 7-102/AFI 31-401,| B A
paragraph 6.3.)

(4) Transmitting Confidential Information (DOD 5200.1-R, paragraph 7-103/AFlI| B A
31-401, paragraph 6.4.)

(5) Transmission of Classified Material to Foreign Governments (DOD 5200.1-R,| B
paragraph 7-104/appendix H/AF 31-401, paragraph 6.5./Attachment 6)

(6) Shipment of Freight (DOD 5200.1-R, paragraph 7-105) B
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b. Preparation of Material for Transmission

(1) Envelopesor Containers (DOD 5200.1-R, paragraph 7-200/AFI 31-401, para-
graph 6.6.)
(2) Addressing (DOD 5200.1-R, paragraph 7-201)

c. Escort or Hand-Carry of Classified Material

(1) General Provision (DOD 5200.1-R, paragraph 7-300)

(2) Documentation (DOD 5200.1-R, paragraph 7-301)

W

(3) Escort or Hand-Carrying Classified Aboard Commercial Passenger Aircraft
(DOD 5200.1-R, paragraph 7-302/AFI 31-501, paragraph 6.9.)

w

9. SPECIAL ACCESSPROGRAMS (SAPs)

a. Policy (DOD 5200.1-R, paragraph 8-100)

b. Specia Access Controls (DOD 5200.1-R, paragraph 6-801)

c. SAP Procedures (DOD 5200.1-R, paragraph 8-101)

d. Control and Administration (DOD 5200.1-R, paragraph 8-102/AFI 31-501, para-
graph 7.1.)

> > > >

e. Nicknames and Code Words (DOD 5200.1-R, paragraph 8-103F/AFI 31-501, para-
graph 7.2.)

>

f. Establishment of DOD SAPs (DOD 5200.1-R, paragraph 8-103/AFI 31-501)

g. Reviewsof SAPs (DOD 5200.1-R, paragraph 8-104)

h. Annual Reports and Revalidation (DOD 5200.1-R, paragraph 8-105)

i. Interim Reports (DOD 5200.1-R, paragraph 8-106)

j. Change of Classification (DOD 5200.1-R, paragraph 8-107)

k. Termination and Transitioning of SAPs (DOD 5200.1-R, paragraph 8-108)

> > > > > >

10. SECURITY EDUCATION AND TRAINING

a. Policy

(1) General Policy (DOD 5200.1-R, paragraph 9-100/AFI 31-401, paragraph 8.1.)

(2) Methodology (DOD 5200.1-R, paragraph 9-101/AFI 31-401, paragraph 8.2.)

> >

b. Initial Orientation

(1) Cleared Personnel (DOD 5200.1-R, paragraph 9-200/AFI 401, paragraph 8.4.)

(2) Uncleared Personnel (DOD 5200.1-R, paragraph 9-201/AFI 31-403 paragraph
8.5)

c. Special Requirements

(1) Genera (5200.1-R, paragraph 9-300)

(2) Origina Classifiers (DOD 5200.1-R, paragraph 9-301/AFI 31-401, paragraph

8.6.)
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(3) Declassification Authorities Other Than Original Classifiers (DOD 5200.1-R,| B
paragraph 9-302/AFl 31-401, paragraph 8.7.)
d. Derivative Classifiers, Security Personnel and Others (DOD 5200.1-R, paragraph| B
9-303/AFI 31-401, paragraph 8.8.)
e. Continuing Security Education/Refresher Training
(1) Continuing Security Education (DOD 5200.1-R, paragraph 9-400) B
(2) Refresher Training (DOD 5200.1-R, paragraph 9-401) B
f. Termination Briefings
(1) Genera Policy (DOD 5200.1-R, paragraph 9-500) A
(2) Procedures (AFI 31-403, paragraph 1.13) B
(3) Refusal to Sign Termination Statement (AFI 31-401, paragraph 8.14.) B
g. Program Oversight (DOD 5200.1-R, paragraph 9-600) B
h. Train the trainer B
i. LessonsLearned A
11. ACTUAL OR POTENTIAL COMPROMISE OF CLASSIFIED INFOR-
MATION
a. Policy (DOD 5200.1-R, paragraph 10-100/AFI 31-401, paragraph 9.1.) A
b. Reporting (DOD 5200.1-R, paragraph 10-101/AFI 31-401, paragraph 9.2.) B
c. Inquiry/Investigation (DOD 5200.1-R, paragraph 10-102/AFI 31-401, paragraph| B
9.3)
d. Results of Inquiry/Investigation (DOD 5200.1-R, paragraph 10-104/AFI 31-401,] B
paragraph 9.4.)
e. Additional Investigations (DOD 5200.1-R, paragraph 10-107) B
f. Verification, Reevaluation, and Damage Assessment (DOD 5200.1-R, 10-104/AFI A
31-401, paragraph 9.5.)
g. Debriefing in Cases of Unauthorized Access (DOD 5200.1-R, paragraph 10-105) A
h. Management and Oversight (DOD 5200.1-R, paragraph 10-106/AFI 31-401, para-| B
graph 9.6.)
i. Unauthorized Absences (DOD 5200.1-R, paragraph 10-108/AFI 31-401, paragraph| A

9.7)
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Attachment 8

IC 2000-1 TO AFI 31-401, INFORMATION SECURITY PROGRAM MANAGEMENT

15 MAY 2000

SUMMARY OF REVISIONS

Thisrevision incorporates Interim Change |C 2000-1. This change delegates approval authority for revi-
sionsto this AFI (purpose paragraph); updates the office of primary responsibility; updates the table of
contents to reflect changes in Chapter 8; updates security classification guide distribution addresses
(paragraph 2.4.2.); tells users in what form to submit electronic versions of security classification guides
(paragraph 2.4.3.); adds arequirement for origina classification authorities to include a statement in secu-
rity classification guides regarding release of program data on the World Wide Web (paragraph 2.4.5.);
replaces the security education chapter to implement the new security education requirements (Chapter
8); and, adds the Air Force Information Security Program Training Standard (Attachment 7). Seethe last
attachment of the publication, |C 00-1, for the complete IC. A “|” indicates revised material since the last
edition.

OPR: HQ USAF/XOFI (Deborah Ross (Classification Management & Marking), Steven Harris (Safe-
guarding), Danny Green (Security Education))

Purpose. It contains Air Force (AF) unique guidance needed to supplement Air Force Policy Directive
(AFPD) 31-4, Information Security; Executive Order (EO) 12958, Classified National Security Informa-
tion, 20 Apr 95; Office of Management and Budget (OMB), Information Security Oversight Office
(1SO0) Directive Number 1, Classified National Security Information, 13 Oct 95; and, Department of
Defense (DOD) 5200.1-R, Information Security Program, 17 Jan 97, for the management of the Air Force
Information Security Program. Additional referencesinclude DOD Instruction (DODI) 5240.11, Damage
Assessments, 23 Dec 91; and, DOD Directive (DODD) 5210.83, Unclassified Controlled Nuclear Infor-
mation (UCNI), 15 Nov 91. All these references are listed at the end of each paragraph where applicable.
HQ USAF/XOF is delegated approval authority for revisions to this AFI.

Chapter 8—SECURITY EDUCATION

Section 8A  Policy
8.1. Generd Policy
8.2.  Methodology
8.3. Rolesand Responsibilities
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Section 8B
8.4.
8.5.
Section 8C
8.6.
8.7.
8.8.
8.9.
8.10.
Section 8D
8.11.
Section 8E
8.12.
8.13.
8.14.

Section 8F
8.15.

Section 8G
8.16.

AF131-401 15 DECEMBER 2000

Initial Security Orientation

Cleared Personnel

Uncleared Personnel

Special Requirements

Original Classification Authorities

Declassification Authorities Other Than Original Classifiers
Derivative Classifiers, Security Personnel and Others
Security Career Personnel and Security Managers
Other Program Related Training Requirements
Continuing and Refresher Training

Continuing and Refresher Training

Access Briefings and Termination Debriefings
Access Briefings

Termination Debriefings

Refusal to Sign a Termination Statement

Program Oversight

Generd

Coordinating Requests for Formal Training
Coordinating Requests for Training

Attachment 7—AIR FORCE INFORMATION SECURITY PROGRAM

1.3.5.1. Appoint aprimary and at least one alternate security manager to administer the unit’sinformation

TRAINING STANDARD

security program.

1.3.5.2. Ensure security managers receive required training according to Chapter 8.

1.3.6.9. Participating in security education training as defined in Chapter 8.

24.22.

HQ AFDO/CC, 1720 Air Force Pentagon, Washington, DC 20330-1720.
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24.2.4. SAF/PAS, 1690 Air Force Pentagon, Washington, DC 20330-1690.
24.2.5. DTIC, Attention: DTIC-OCP, 8725 John J. Kingman Road, Suite 944, Ft. Belvoir, VA
22060-6218.

2.4.3. Within 180 days of the publication of this AFI, each OCA will provide an electronic version of
their classification guidance (i.e., Security Classification Guides (SCGs), AFls, Correspondence) to the
addressees listed in paragraph 2.4.2. Thiswill facilitate the development of an interactive, key word
searchable database. Electronic copies must be done in Microsoft Word 97 and saved to a 3.5” diskette as
a.pdf file. If this capability is not yet available, annotate “//SIGNED//” above the signature element and
add the date the original was signed.

2.4.5. Each OCA will revisetheir security classification guides to include an advisory statement in the
Release of Information section:

2.4.5.1. Release of Program Data on the World Wide Web. Extreme care must be taken when considering
information for release onto publicly accessible or unprotected World Wide Web sites. In addition to sat-
isfying all of the aforementioned approval provisions, owners and/or releasers of information proposed
for such release must ensure that it is not susceptible to compilation with other information to render sen-
sitive or even classified datain the aggregate. The search and data mining capabilities of Web technology
must be assessed from a risk management perspective. Information intended for publication on publicly
accessible or unprotected web sites must be cleared for public release prior to publication according to
AFI 35-101. If there are any doubts, do not release the information.

Chapter 8
SECURITY EDUCATION AND TRAINING
Section 8A - Policy

8.1. General Palicy. Effectiveinformation security training is a cornerstone of the Air Force (AF) Infor-
mation Security Program. All Air Force personnel need information security training whether they have
access to classified information or not. All AF personnel are personally and individually responsible for
protecting the national interests of the United States. All security infractions and/or violations must be
immediately reported, circumstances examined and those responsible held accountable and appropriate
corrective action taken. Commanders are responsible for ensuring that personnel are knowledgeable and
understand their responsibility to protect information and resources deemed vital to national security.
NOTE: For the purpose of this chapter, the term commander encompasses staff agency chief and director,
when applicable.

8.2. Methodology. The AF will provide information security training to its personnel and contractors, as
appropriate, on a continuous basis using government and commercial training sources. Various training
methods will be used to administer training, such as classroom instruction, one-on-one, computer-based,
and other distant learning training media. The AF will maintain a cadre of trained professional career
security personnel and security managers to administer, implement, and measure the program’s effective-
ness. When funds and resources permit, professiona security personnel and security managers should
attend in-residence type training courses.
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8.3. Roles and Responsibilities.
8.3.1. These roles and responsibilities are in addition to those listed in paragraph 1.3.

8.3.2. The Air Force Security Forces Center, Security Forces Training (AFSFC/SFWT), isresponsible for
developing Air Force specific information security training course materials, curriculums and awareness
products.

8.3.3. Commanders are responsible for implementing the information security training program, develop-
ing supplemental training tools, and assessing the health of their programs on a continuous basis. In addi-
tion, commanders will:

8.3.4.1. Ensure appointed security managers receive training within 90 days of their assignment and that
thetraining is annotated in the individual’s official personnel file (OPF) or military training record.

8.3.4.2. Budget for security awareness training products, materials, and the formal training of security
managers.

8.3.4.3. Actively support and monitor security education training.

8.3.4.4. Ensure records are maintained on a calendar year basis of personnel attending initial, refresher
and specialized information security training. As a minimum, these records must reflect the date(s) train-
ing was conducted and the number of personnel in attendance.

8.3.5. Supervisors will conduct and/or ensure personnel receive training as required by thisinstruction,
document it when required, and ensure credit is given for course completion or briefing attendance, if

appropriate.

8.3.6. ISPMs at al levels are responsible for:

8.3.6.1. Developing and overseeing implementation of information security training programs.
8.3.6.2. Assessing the effectiveness of training programs annually.

8.3.6.3. Developing and conducting classroom or one-on-one training for newly appointed security man-
agers. Professional security personnel serving in security manager and/or security officer capacities must
also receive this training.

8.3.6.4. Developing and distributing generic information security training lesson plans, which cover the
basic information security work-center components (information, personnel and industrial security pro-
grams) to include installation specific security requirements.

8.3.6.5. Assisting security managers in the development of unit specific lesson plans, motivational mate-
rials and training aids.

8.3.6.6. Publicly recognizing the training efforts of effective security managers.

8.3.6.7. Providing civilian employees who complete information security managers training with a certif-
icate, which they can useto enter course completion into their OPF.

8.3.6.8. Providing military supervisors with the names of military personnel appointed security manager
duties that complete the security manager training course. Thistraining will be annotated into the individ-
ual’s on-job-training (OJT) record and other officia records, as appropriate.

8.3.7. Unit Security Managers are responsible for:

8.3.7.1. Ensuring security training is conducted as outlined in this AFI.
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8.3.7.2. Developing organizational specific security lesson plans.

8.3.7.3. Advising the commander on the status of the unit’s security training program.
8.3.7.4. Ensuring training is documented and records are properly maintained, if applicable.
Section 8B --Initial Security Orientation

8.4. Cleared Personndl.

8.4.1. Initia Training. Supervisors and security managers provide initial training to al cleared personnel.
Supervisors are responsible for ensuring that their cleared personnel receive an initial security education
orientation before they access classified information.

8.4.1.1. Initial training should ensure cleared personnel are knowledgeable of their security responsibili-
ties asrelated to their jobs and the organization’s mission.

8.4.1.2. Asaminimum, initial information security training for cleared personnel will address the follow-
ing:

8.4.1.2.1. Subjects, material and/or areas asindicated in Attachment 7, AF Information Security Program
Training Standard, under column heading (C) for cleared personnel.

8.4.1.2.2. When prior personnel security investigations and/or determinations are acceptable.

8.4.1.2.4. What derogatory/unfavorable information or suspicious activities by other cleared personnel
that must be immediately reported to the commander or staff agency chief.

8.4.1.2.5. What the personnel security clearance verification, access and safeguarding requirements are
when on-base cleared DOD contractors require access to classified information in support of classified
contracts.

8.4.1.2.6. What the marking and safeguarding requirements are for protecting unclassified controlled
information.

8.5. Uncleared Personndl.

8.5.1. Supervisors and security managers provide training to uncleared personnel. Supervisors are respon-
sible for ensuring that all uncleared personnel receive an initial security education orientation within 90
days of assignment to the unit.

8.5.1.1. Initial orientation training must ensure that uncleared personnel are knowledgeable of their
responsibilities and roles in the Air Force Information Security Program.

8.5.1.2. Asaminimum, initial security education orientation training for uncleared personnel will
address/cover the following:

8.5.1.2.1. Subjects, areas and/or materialsidentified in Attachment 7, AF Information Security Program
Training Standards, under column heading (U) for uncleared personnel.

8.5.1.2.2. Theidentity of theinstallation Information Security Program Manager (1SPM) official and unit
security manager and thelir respective responsibilities.

8.5.1.2.3. The different levels of classified information and why it isimportant to protect it.

8.5.1.2.4. The procedures to follow should classified information be discovered unprotected or to report
other potential security incidents.
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8.5.1.2.5. The requirements for the marking and safeguarding of sensitive unclassified, controlled unclas-
sified and “For Official Use Only” information.

Section 8C--Special Requirements

8.6. Original Classification Authorities (OCAS). The ISPMs are responsible for administering special-
ized training to Original Classification Authorities (OCAS) in accordance with DOD 5200.1-R, Informa-
tion Security Program. Training must be conducted prior to OCA authority being exercised. | SPMs may
either develop their own training or administer/use the Defense Security Service (DSS) OCA or equiva
lent training product. The specialized OCA training is in addition to the requirements of Attachment 7,
AF Information Security Program Training Standard, under column heading (C) for cleared personnel.

8.7. Declassification Authorities Other Than Original Classification Authorities. The ISPMs are
responsible for administering this specialized training in accordance with DOD 5200.1-R. Training must
be conducted before the declassification authority makes any declassification decisions.

This specialized training isin addition to the “ cleared personnel” requirements of Attachment 7, Air
Force Information Security Program Training Standards.

8.8. Derivative Classifiers, Security Personnel and Others.

8.8.1. Derivative Classifiers. Commanders are responsible for ensuring that derivative classifiers are ade-
guately trained in accordance with DOD 5200.1-R. ISPMs will assist security managers in acquiring or
developing the appropriate lesson plans and training materials.

8.9. Professional Security Personnel and Security Managers

8.9.1. Professional Security Personnel and Security Managers. Commanders ensure professional security
career personnel and security managersreceivetraining as follows:

8.9.1.1. Subjects, material and/or areas asindicated in Attachment 7, Air Force Information Security Pro-
gram Training Standard, under column heading (S) for security personnel.

8.9.2. Professional Security Career Personnel.

8.9.2.1. Civilians. See AFMAN 36-202, Volume 2, Air Force Civilian Career Planning, paragraph 3-16,
Security Career Program Master Development Plan (MDP). An AF/DPKCS, Security Career Program
Administrator, enhanced/modified version of the MDP can be obtained from the MAJCOM, FOA, or
DRU civilian security career program coordinator normally located on the | SPM’s staff. A copy can aso
be obtained by accessing the Air Force Personnel Center Web Site at http//www.afpc.randolph.af.mil.,
Security Career Program.

8.9.2.2. Military. See requirements for award of Special Experience Identifier (SEI) 322 in AFMAN
36-2108, Airman Classification. Also use the Civilian Security Career Program Master Development as a
guide for determining additional training.

8.9.3. Security Managers.

8.9.3.1. The ISPM providetraining too newly appointed security managers within 90 days of their assign-
ment. Although not mandatory, unit commanders may fund and send their appointed security managersto
the DSSin-resident Information Security Management Course or an equivalent AF approved course.
Other commercial training sources may be used to provide thistraining when approved by the MAJCOM.

8.9.3.2. Asaminimum, appointed security managerswill be administered initial classroom or one-on-one
training in accordance with Attachment 7. This training must equip the appointees with a workable
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knowledge and understanding of information security, personnel security and industrial security program
mandates, including security access requirement (SAR) unit manpower document (UMD) position cod-
ing.

8.9.3.3. Commanders ensure civilians performing these duties receive the appropriate skill coding in their
personnel records according to AFMAN 36-505, Skill Coding.

8.9.4. Training Costs. Commanders must budget annually for their information security program training
needs (training course attendance, educational materials, awareness media, etc.).

8.10. Other Program Related Training Requirements.

8.10.1. ISPMs will identify training requirements for those security disciplines and/or areas for which
they are responsible.

8.10.2. Commanders must ensure that training is properly documented in the individual’s official person-
nel records and ensure personnel receive credit for attending and completing courses, if applicable.

8.10.3. Document training as outlined in AFPD 36-22, Military Training, AFI 36-2201, Developing, Man-
aging, and Conducting Training, and AFPAM 36-2211, Guide for Management of Air Force Training
Systems.

8.10.4. The following programs have security related training requirements:
8.10.4.1. Sensitive Compartmented Information (SCI).

8.10.4.1.1. The Specia Security Officer (SSO) or designee conducts SCI security awareness training
guarterly for personnel accessed to SCI. [ Reference DOD 5105.21-M-1, Sensitive Compartment | nforma-
tion Administrative Security Manual, Chapter 2, paragraph 12, and AFMAN 14-304, The Security, Use,
and Dissemination of Sensitive Compartmented Information, Chapter 12]

8.10.4.1.2. In addition, personnel granted SCI access will receive an annual briefing on their continuing
responsibilities. [ Reference DOD 5105.21-M-1, Sensitive Compartment Infor mation Administrative Secu-
rity Manual, Chapter 2 and AFMAN 14-304, paragraph 12.3]

8.10.4.2. Operations Security (OPSEC). A designated official conducts OPSEC training within 90 days of
an individual’s arrival and/or assignment. [ Reference AFI 10-1101, Operations Security, paragraph
44.1]

8.10.4.3. Information Protection Security Awareness Training and Education (SATE).

8.10.4.3.1. The SATE program isa single, integrated information assurance awareness, training, and edu-
cation effort. All Air Force military and civilian and contractors who use Air Force information systems
must complete IA training annually, and be so certified. Thistraining and certification isaccomplished by
an |A Intranet-Based (ITB) Training and certification system. [ Reference AFI 33-204, Information Pro-
tection Security Awareness, Training and Education (SATE) Program.]

8.10.4.3.2. A designated official conducts initial SATE training within 60 days of an individual’s assign-
ment and training on arecurring basis annually thereafter. Initial and recurring training must be at least
one hour in duration. [ Reference AFI 33-204, paragraph 6.1.1.]

8.10.4.3.3. Personnel that do not require accessto or useinformation systemsin the performance of duties
are exempt from the initial and recurring one-hour awareness-training requirement. [ Reference AFI
33-204, paragraph 6.1.2.]
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8.10.4.4. Counterintelligence Awareness and Briefing Program. The servicing Air Force Office of Special
Investigations (AFOSI) Detachment provides counterintelligence awareness briefings to AF personnel.
[ Reference AFCAT 36-2223]

8.10.4.4.1. After initia training, refresher training is provided every three years thereafter.
8.10.4.4.2. Document initial and refresher in accordance with AFCAT 36-2223.

8.10.4.5. Protection from Terrorism. The designated official provides military personnel training within
180 days of deployment (PCS/TDY to overseas location) and provides civilianstraining shortly after their
initial hiring. Frequency of refresher training isat the discretion of the MAJCOM. [ Reference AFI 31-210,
The Air Force Antiterrorist (AT) Program|

Section 8D--Continuing Security Education/Refresher Training
8.11. Continuing and Refresher Training.

8.11.1. Commanders ensure that each person receives continuing training throughout their duty assign-
ment.

8.11.1.1. Cleared and uncleared personnel will receive refresher Classified National Security Information
related training annually in accordance with Attachment 7.

8.11.1.2. Personnel performing specialized Classified National Security Information program related
functions, such as, classification, declassification and derivative classification actions and security per-
sonnel, etc., will receive refresher training commensurate with their knowledge and proficiency in per-
forming required tasks and the dissemination of new policy guidance.

8.11.2. Tailor training to mission needs and design it to address an individual’s security responsibilities.

8.11.3. Continuing training must include ensuring individuals have the most current security guidance
applicable to their responsibilities.

8.11.4. Other related material to be considered include a general overview of the unclassified controlled
information, foreign disclosure, security and policy review processes and protection reguirements.

Section 8E-- Access Briefings and Termination Debriefings
8.12. Access Briefings.

8.12.1. Supervisors, security managers or designated officials conduct and document the following access
briefings, as appropriate:

8.12.1.1. Brief and execute the SF-312, Classified I nfor mation Nondisclosure Agreement, prior to
granting an individual accessto classified information. The SF-312 may also be used to document attesta-
tions. [ Reference AFI 31-401, paragraph 5.4.]

8.12.1.2. Brief and execute the DD Form 2501, Courier Authorization, when an individual isauthorized
to escort or handcarry classified information. [ Reference AFI 31-401, paragraph 6.7.]

8.12.1.3. Brief and execute the AF Form 2583, Request for Personnel Security Action, prior to granting
an individual accessto NATO classified information. [ Reference AFI 31-406, paragraph 4.9.]

8.12.1.4. Brief and execute the AF Form 2583, Request for Personnel Security Action, prior to granting
an individual accessto Critical Nuclear Weapons Design Information (CNWDI). [ Reference AFI 31-401,
paragraph 1.5.1.3.]
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8.12.1.5. Brief and execute the AF Form 2583, Request for Personnel Security Action, prior to granting
an individual accessto SIOP-ES|. [ Reference AFI 10-1102, paragraph 6.1.]

8.12.1.6. The special security officer conducts the SCI indoctrination (inbrief) prior to granting personnel
access to SCI. Theindoctrination is recorded in the DD Form 1847, Sensitive Compar tment | nforma-
tion Indoctrination Memorandum. The DD Form 1847-1, Sensitive Compartment Information Non-
disclosure Statement, is also executed at thistime. [ Reference DOD 5105.21-M-1, Chapter 2]

8.13. Termination Debriefings.

8.13.1. Supervisors, security managers or designated officials conduct and document the following termi-
nation debriefings, as appropriate:

8.13.1.1. Debrief individual s having access to classified information or security clearance éligibility when
they terminate civilian employment, separate from the military service, have their access suspended, ter-
minated, or have their clearance revoked or denied.

8.13.1.2. Use AF Form 2587, Security Termination Statement, to document the debriefing.

8.13.1.3. The debriefing must emphasize to individuals their continued responsibility to:

8.13.1.3.1. Protect classified and unclassified controlled information to which they have had access.
8.13.1.3.2. Report any unauthorized attempts to gain access to such information.

8.13.1.3.3. Adhere to the prohibition against retaining material upon departure.

8.13.1.3.4. And the potential civil and criminal penalties for failure to fulfill their continuing security
responsibilities.

8.13.2. For NATO access termination debriefing, see AFI 31-406, Applying NATO Protection Sandards,
paragraph 4.10.

8.13.3. Commanders ensure personnel accessed to SCI recelve atermination debriefing when accessisno
longer required, is suspended, or is revoked.

8.13.3.1. The Special Security Office (SSO) conducts the SCI termination debriefing.

8.13.3.2. SCI termination debriefing is documented on the DD Form 1848, Sensitive Compartment
Information Debriefing M emorandum.

8.13.4. For SIOP-ESI termination briefing, see AFI 10-1102, Safeguar ding the Single I ntegrated Oper -
ational Plan (SIOP).

8.13.5. Dispose of AF Form 2587 according to AFMAN 37-139.

8.14. Refusal to Sign a Termination Statement. When an individual willfully refuses to execute AF
Form 2587, the supervisor, in the presence of awitness:

8.14.1. Debriefs the individual orally.

8.14.2. Records the fact that the individual refused to execute the termination statement and was orally
debriefed.

8.14.3. Ensures the individual no longer has access to classified information.

8.14.4. Forwardsthe AF Form 2587 to the servicing ISPM for Security Information File (SIF) processing
according to AFI 31-501.
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Section 8F—Program Oversight
8.15. General.

8.15.1. Commanders are responsible for ensuring systems are set up to determine training requirements,
develop training, and evaluate effectiveness of the training.

8.15.2. ISPMs will make security education and training a special interest item during annual program
reviews.

8.15.3. Commanders will ensure that their security education and training program is given close scrutiny
during inspections, self-inspections and staff assistance visits (SAVS).

8.15.4. Personnel that have program oversight responsibilities should use a combination of approachesto
assess the effectiveness of the security education program, such as, observations, quizzes, surveys,
face-to-face interviews, practical demonstrations, etc.

Section 8G - Coordinating Requests for Formal Training
8.16. Coordinating Requestsfor Training.

8.16.1. Commanders will ensure that requests for formal training are coordinated through unit, installa-
tion and MAJCOM training channels.

8.16.2. Requests for in-residence Defense Security Service (DSS) training courses will be processed in
accordance with AFCAT 37-2223, USAF Formal Schools, regardless of funding method (AF or unit
funded), except as stipulated in paragraph 8.16.3., below.

8.16.3. When aunit iswilling to fund TDY expenses (travel, per-diem, etc.), out-of-cycle attendance at
DSSin-residence training courses may be requested. If seating is available, requests will befilled on a
first-come, first-serve basis. Submit requests through the MAJCOM to HQ USAF/XOFI (memo and DSS
Registration Request) at least 30 days prior to the class start date. The commander’s written approval is
required. Once coordination has been completed and request approved, the unit will be notified. AF activ-
ities that host/sponsor formal on-site training courses or seminars will make them available to as many
personnel as possible.

Attachment 7
AIR FORCE INFORMATION SECURITY PROGRAM
TRAINING STANDARD

OBJECTIVE: To provide personnel with an understanding and knowledge of the Air Force standards
and policies as they related to the DOD information security program, to include basic philosophy, pol-
icy, classification process, safeguarding, and security education program. NOTE: For training purposes,
personnel are categorized and/or identified in the below as security (S) - security professional, specialist
and manager); cleared personnel (C) - origina classification authorities (OCAS), derivative classfiers,
declassifiers, and other personnel that require access to classified information; and/or uncleared person-
nel (U) - personnel that do not require access. Personnel will receive training (scale value) as indicated
during initial, orientation and refresher information security training.
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Qualitative Requirements - Proficiency Code Key
Scale |Definition: The individual
Value
1 Can do simple parts of the task. Needsto be told or shown how to do most of the task.
(Extremely limited)

Task 2 Can do most parts of the task. Needs only help with hardest parts. (Partially Proficient)
Performance 3 Can do all parts of the task. Needs only a spot check of completed work. (Competent)
Levels 4 Can do the complete task quickly and accurately. Can tell or show others how to do the

task. (Highly Proficient)

Can name parts, tools, and simple facts about the task. (Nomenclature)

*Task b Can determine step by step procedures for doing the task. (Procedures)
Knowledge c Can identify why and when the task must be done and why each step is needed.
(Operating Principles)
Levels d Can predict, isolate, and resolve problems about the task. (Advanced Theory)
Can identify basic facts and terms about the subject. (Facts)
** Subject B Can identify relationship or basic facts and state general principles about the subject.
(Principles)
Knowledge C Can analyze facts and principles and draw conclusions about the subject. (Analysis)
Levels D Can evaluate conditions and make proper decisions about the subject. (Evaluation)

Explanations:

* A task knowledge scal e value may be used alone or with atask performance scale valueto definea
level of knowledge for a specific task. (Example: b and 1b)

** A subject knowledge scale value is used alone to define alevel of knowledge for subjects not
directly
related to any specific task or for a subject common to several tasks.

- Thismark isused alone instead of a scale value to show no proficiency training is provided in the
standard.

X This mark is used in course columns to show training required but not given due to limitationsin
resources.
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BASIC INFORMATION SECURITY PROGRAM
TRAINING STANDARDS

SUBJECTS, MATERIALS, AND/OR AREAS

1. POLICY AND PROGRAM MANAGEMENT

a. Policy

(1) Purpose and Scope (DOD 5200.1-R, paragraph 1-100)

(2) Policy ((DOD 5200.1-R, paragraph 1-101/AFI 31-401, paragraph 1.1.)

(3) Philosophy (AFI 31-401, paragraph 1.2.)

b. Program Management

(1) Program Management (AFI 31-401, paragraph 1.3.)

(2) Air Force Oversight (AFI 31-401, paragraph 1.4.)

> >

> >

(3) Termsand Definitions (DOD 5200.1-R, Appendix B/AFI 31-501, attachment C)

>

>

(4) Related Programs (Normally, functional OPR provides training & oversight)

(@) Personnel Security - Security Forces (XOF)

(b) Industrial Security - Security Forces (XOF)

(c) Operations Security (OPSEC) - Operations (XOO)

(d) Emission Security (EMSEC) (SC)

> > > >

(e) Communications Security (COMSEC) (SC)

(f) Intelligence (IN)

(99 Computer Security (COMPUSEC) (SC)

(h) Physical Security - (XOF)

(h) Physical Security - (XOF)

(j) Product Security - Security Forces (XOF)

(k) Freedom of Information Act (FOUO) (SC)

(1) Privacy Act (SC)

(m) Security and Policy Review (PA)

(n) Foreign Disclosure (1A)

>

> > > >

c. Special types of information

(1) Restricted Data (DOD 5200.1-R, paragraph 1-300/AFI 31-401, paragraph 1.5.)

(2) Sensitive Compartmented Information (SCI) (DOD 5200.1-R, paragraph
1-301/AFI 31-401, paragraph 1.5./AFI 14-302)

> >

(3) Communication Security (COMSEC) Information (DOD 5200.1-R, paragraph
1-301/AFI 31-401, paragraph 1.5.)
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(4) North Atlantic Treaty Organization and Other Foreign Government Information | A
(DOD 5200.1-R, paragraph 1-303)
(5) Controlled Unclassified Information (DOD 5200.1-R, Appendix E/AFI 31-401,] A
Attachment 3)
d. Exceptional situations
(1) Military Operations (DOD 5200.1-R, paragraph 1-400) A
(2) Waiversto Requirements (DOD 5200.1-R, paragraph 1-401/AFI 31-401, para-| A
graph 1.6.)
e. Corrective Actions and Sanctions
(1) Genera Policy (DOD 5200.1-R, paragraph 1-500) A
(2) Sanctions (DOD 5200.1-R, paragraph 1-501/AFI 31-401, paragraph 1.8.) B
(3) Reporting of Incidents (DOD 5200.1-R, paragraph 1-502/AFI 31-401, para-| B
graph 1.3.)
f. Reporting Requirements (DOD 5200.1-R, paragraph 1-600/AFI 31-401, paragraph| A
1.7.)
g. Self-Inspections (DOD 5200.1-R, paragraph 1-700/AFI 31-401, paragraph 1.9.) A
2. ORIGINAL CLASSIFICATION
a. Original Classification Authority
(1) Policy (DOD 5200.1-R, paragraph 2-200) A
(2) Delegation of Authority (DOD 5200.1-R, paragraph 2-301) A
() Air Force Original Classification Authority Training (DOD 5200.1-R, para-| C
graph 2-202, AFI 31-401, paragraph 2.1./32 CFR part 2001)
b. Original Classification Process
(1) Overview (DOD 5200.1-R, paragraph 2-300) A
(2) Eligibility for Classification (DOD 5200.1-R, paragraph 2-301) B
(3) Possihility of Protection (DOD 5200.1-R, paragraph 2-302) B
(4) The Decision to Classify (DOD 5200. 1-R, paragraph 2-303) B
(5) Levd of Classification (DOD 5200.1-R, paragraph 2-304) B
(6) Duration of Classification (DOD 5200,1-R, paragraph 2-305) B
(7) Communicating the Decision (DOD 5200.1-R, paragraph 2-306) B
b. Specia Considerations
(1) Compilation (DOD 5200.1-R, paragraph 2-400) A
(2) The Acquisition Process (DOD 5200.1-R, paragraph 2-401) A
(3) Limitations and Prohibitions (DOD 5200.1-R, paragraph 2-402/AFI 31-401,| B
paragraph 2.2.)
c. Security Classifications and/or Declassification Guides
(1) Policy (DOD 5200.1-R, paragraph 2-500) A
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(2) Content (DOD 5200.1-R, paragraph 2-501/AFI 31-401, paragraph 2.4.) C B
(3) Approval, Digtribution and Indexing (DOD 5200.1-R, paragraph 2-502/AFI| A
31-401, paragraph 2.4.)
(4) Review, revision and Cancellation (DOD 5200.1-R, paragraph 2-503) A
d Information for Private Sources
(1) Policy (DOD 5200.1-R, paragraph 2-600) A
(2) Classification Determination (DOD 5200.1-R, paragraph 2-601) A
(3) Patent Secrecy Act (DOD 5200.1-R, paragraph 2-602) A
3. DERIVATIVE CLASSIFICATION
a. Policy and Genera Requirement
(1) The Nature of the Process (DOD 5200.1-R, paragraph 3-100) A A
(2) Authority and Responsibility (DOD 5200.1-R, paragraph 3-101) A A
(3) Policy (DOD 5200.1-R, paragraph 3-102) A A
b. Procedures
(1) Genera (DOD 5200.1-R, paragraph 3-200) A A
(2) Special Cases (DOD 5200.1-R, paragraph 3-201) A
4. DECLASSIFICATION AND REGRADING
a. Policy (DOD 5200.1-R, paragraph 4-100) A A
b. Declassfication Systems (DOD 5200.1-R, paragraph 4-101) B A
c. Declassification Authority (DOD 5200.1-R, paragraph 4-102) A A
d. Declassification and Downgrading Officials (AFI 31-401, paragraph 3.1.) A A
e. Exceptions (DOD 5200.1-R, paragraph 4-103) A
f. Declassification Decisions by Original Classifiers
(1) Requirement (DOD 5200.1-R, paragraph 4-200) A A
(2) The“Ten-Year Rule” (DOD 5200.1-R, paragraph 4-201) A A
(3) Exemption from the “ Ten-Year Rule” (DOD 5200.1-R, paragraph 4-202) A A
(4) Extension of Ten-Year Declassification Periods (DOD 5200.1-R, paragraph| A A
4-203)
g. Automatic Declassification at 25 Years
(1) The Automatic Declassification System (DOD 5200.1-R, paragraph 4-300/AFI| A A
31-401, paragraph 3.2./Attachment 4)
(2) Exemption of Specific Information (DOD 5200.1-R, paragraph 4-301) A A
h. Mandatory Review for Declassification
(1) Genera (DOD 5200.1-R, paragraph 4-400) A
(2) Responsihilities and Procedures (DOD 5200.1-R, paragraph 4-401) A
(3) Mandatory Declassification (AFI 31-401, paragraph 3.3.) A
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i. Systematic Review for Declassification (DOD 5200.1-R, paragraph 4-500) A
j. Downgrading
(1) Purpose and Authority (DOD 5200.1-R, paragraph 4-600) A A
(2) Downgrading Decisions during Original Classification (DOD 5200.1-R, para-| A
graph 4-601)
(3) Downgrading at aLater Date (DOD 5200.1-R, paragraph 4-602) A
k. Upgrading (DOD 5200.1-R, paragraph 4-700) A
I. Classification Challenges (DOD 5200.1-R, paragraph 4-900/AFI 31-401, paragraph| B A
2.3)
5. FOREIGN GOVERNMENT INFORMATION
a. Policy and Procedures (DOD 5200.1-R, paragraph 4-800) A A
b. Communication with Foreign Government (DOD 5200.1-R, paragraph 4-801) A A
6. MARKING
a. Genera Provisons
(1) Marking and Designations rules (DOD 5200.1-R, paragraph 5-100) B A
(2) Exceptions (DOD 5200.1-R, paragraph 5-101) A A
(3) Marking Classified Documents and Other Material (DOD 5200.1-R, paragraph| B A
5-102/AFl 31-401, Section 4B)
b. Specific marking on Documents
(1) Overdl Classification Marking (DOD 5200.1-R, paragraph 5-200) B A
(2) Agency, Office of Origin, and Date (DOD 5200.1-R, paragraph 5-201) B A
(3) Source(s) of Classification (DOD 5200.1-R, paragraph 5-202) B A
(4) Reason for Declassification/Classification (DOD 5200.1-R, paragraph| B A
5-203/AFI 31-401, paragraph 4.2.)
(5) Declassification/Downgrading Instructions (DOD 5200.1-R, Paragraph 5-206) | B A
c. ldentification of Specific Classified Information (DOD 5200.1-R, Paragraph 5-206) B A
(1) Marking waivers (AFI 31-401, paragraph 4.4.) B A
(2) Page Marking (DOD 5200.1-R, paragraph 5-207) B A
d. Marking Specia Types of Documents
(1) Documents With component Parts (DOD 5200.1-R, paragraph 5-300) B A
(2) Transmittal Documents DOD 5200.1-R, paragraph 5-301) B A
(3) Classification by Compilation DOD 5200.1-R, paragraph 5-302) B A
e. Trandations (DOD 5200.1-R, paragraph, 5-304) B
f. Information Transmitted Electronically (DOD 5200.1-R, paragraph 5-305) B A
g. Documents and Material Marked for Training Purposes (DOD 5200.1-R, paragraph| B
5-306)
h. Files, Folders, and Groups of Documents (DOD 5200.1-R, paragraph 5-307) B A
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i. Printed Documents Produced by AlS Equipment (DOD 5200.1-R, paragraph 5-308) | B

w
> >

j. Working Papers (DOD 5200.1-R, paragraph 6-101)

k. Marking Specia Types of Materials

(1) Blue prints, Maps (DOD 5200.1-R, paragraph 5-401)

(2) Photographs (DOD 5200.1-R, paragraph 5-402)

(3) Slides(DOD 5200.1-R, paragraph 5-403)

(4) Films(DOD 5200.1-R, paragraph 5-404)

(5) Sound Recordings (DOD 5200.1-R, paragraph 5-405)

(6) Microfilms (DOD 5200.1-R, paragraph 5-406)

(7) AlSRemovable (DOD 5200.1-R, paragraph 5-407)

(8) AlS Storage (DOD 5200.1-R, paragraph 5-407/AFI 31-401, paragraph 4.7.)

(9) Labels(DOD 5200.1-R, paragraph 4-409)

| 0| W| 0| 0| W| 0| 0| W| W
> > > > > D>

(20) Intelligence Information (DOD 5200.1-R, 5-410/AFI 31-401, paragraph 4.8.)

I. Changesin Marking

(1) Downgrading and Declassification (DOD 5200.1-R, paragraph 5-500)

>
>

(2) Downgrading and Declassification Earlier Than Scheduled (DOD 5200.1-R,| A
paragraph 5-501)

(3) Upgrading (DOD 5200.1-R, paragraph 5-502) A
(4) Posted Notice on Bulky Material (DOD 5200.1-R, paragraph 5-503) A
(5) Extensionson Duration (DOD 5200.1-R, paragraph 5-504) A
m. Remarking and Using Old Classified Material
(1) Retaining Old Marking (DOD 5200.1-R, paragraph 5-600) A
(2) Earlier Declassification and Extension (DOD 5200.1-R, paragraph 5-601) A
n. Foreign Government Information/Equivalent U.S.
(1) Marking NATO Documents (DOD 5200.1-R, paragraph 5-701) B

(2) Marking Other Foreign Government Documents (DOD 5200.1-R, paragraph| B A
5-702)

(3) Markingsfor Foreign Government and NATO Informationin DOD Documents | B
(DOD 5200.1-R, paragraph 5-703)

(4) Marking for Transfer to Achieves (DOD 5200.1-R, paragraph 5-704) B

7. SAFEGUARDING

a. Control Measures

(1) Genera (DOD 5200.1-R, paragraph 6-100/AFI 31-401, paragraph 5.1.) B A

(2) Working Papers (DOD 5200.1-R, paragraph 6-101/AFI 31-401, paragraph5.3.) | B A

b. Access

(1) Policy (DOD 5200.1-R, paragraph 6-300/AFI 31-401, paragraph 5.18.) B A
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paragraph 5.24.)

(2) Administrative Controls (AFI 31-401, paragraph 5.10.) B
(3) Granting Accessto Classified Information (AFI 31-401, paragraph 5.4.) B
(4) Nondisclosure Agreement (NDA) (AFI 31-401, paragraph 5.5.) B
(5) Preventing Publication of Classified Information in the Public (AFI 31-401,] A
paragraph 5.8.)
(6) Access by Persons Outside the Executive Branch (DOD 5200.1-R, paragraph| B
6-201/AFI 31-401, paragraph 5.6.)
(7) Accessto Information Originating in a Non-DOD Department Agency (AFI| B
31-401, paragraph 5.9.)
(8) Visits(DOD 5200.1-R, paragraph 6-202) B
(9) Access by Vistors (AFI 31-401, paragraph 5.7.) B
(10) Administrative Controls (AFI 31-401, paragraph 5.10.) B
c. Safeguarding
(1) CareDuring Working Hours (DOD 5200.1-R, paragraph 6-30/AFI 31-401, para-| B
graph 5.11.)
(2) End-of-Day Security Checks (DOD 5200.1-R, paragraph 6-302/AFI 31-401,] B
paragraph 5.12.)
(3) Emergency Planning (DOD 5200.1-R, paragraph 6-303) B
(4) Telephone Conversations (DOD 5200.1-R, paragraph 6-304) B
(5 Removal of Equipment( DOD 5200.1-R, paragraph 6-305) A
(6) Residential Storage (DOD 5200.1-R, paragraph 6-306) B
(7) Meeting and Conferences DOD 5200.1-R, paragraph 6-307/AFI 31-401, para-| B
graph 5.15.)
(8) Information Located in Foreign Countries (DOD 5200.1-R, paragraph 6-308) | B
(9) Processing Equipment/Reproduction (DOD 5200.1-R, paragraph 6-309/AFI| B
31-401, paragraphs 5.17./5.26.)
d. Storage
(1) Genera Policy (DOD 5200.1-R, paragraph 6-400) A
(2) Standards of Equipment (AFI 31-401, paragraph 5.20.) A
(3) Storage of Information (DOD 5200.1-R, paragraph 6-402/AFI 31-401, para-| B
graph 5.20.)
(4) Procuring New Equipment (DOD 5200.1-R, paragraph 6-403/AFI 31-401, para-| B
graph 5.22.)
(5) Designating and Combinations (DOD 5200.1-R, paragraph 6-404/AFl 31-401,] B
paragraph 5.23.)
(6) Repairing Damaged Containers DOD 5200.1-R, paragraph 6-405/AFI 31-401,| B
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(7) Maintenance and Operating Inspections (DOD 5200.1-R, paragraph 6-406/AFI| A
31-401, paragraph 5.25.)
e. Reproducing Classified Material
(1) Policy (DOD 5200.-R, paragraph 6-500) A
(2) Approving Reproduction (DOD 5200.1-R, paragraph 6-501) A
(3) Control Procedures (DOD 5200.1-R, paragraph 6-502/AFI 31-401, paragraph| A
5.27.)
f. Foreign Government Information
(1) General (DOD 5200.1-R, paragraph 6-600) B
(2) Top Secret, Secret, Confidential (DOD 5200.1-R, paragraph 6-601) B
(3) Redtricted Information (DOD 5200.1-R, paragraph 6-602) B
(4) Third-Country Transfers (DOD 5200.1-R , paragraph 6-603) B
(5) Storage (DOD 5200.1-R, paragraph 6-604) B
(6) Protecting Classified Material on Aircraft in Foreign Countries (AFI 31-401,| B
paragraph 5.16.)
g. Disposition and Destroying Classified Material
(1) Policy (DOD 5200.1-R, paragraph 6-700) A
(2) Methods and Standards (DOD 5200.1-R, paragraph 6-701/AFI 31-401, para| A
graph 5.29.)
(3) Retention of Classified Records (AFI 31-401, paragraph 5.28.) A
h. Alternative or Compensatory Control Measures (DOD 5200.1-R, paragraph| A
6-800/AFI 31-401, paragraph 5.30.)
8. TRANSMISSION AND TRANSPORTATION
a. Methods of Transmission or Transportation
(1) Policy (DOD 5200.1-R, paragraph 7-100/Air Force Policy (AFI 31-401, Para-| B
graph 6.1.)
(2) Transmitting Top Secret Information (DOD 5200.1-R, paragraph 7-101/AFI| B
31-401, paragraph 6.2.)
(3) Transmitting Secret Information (DOD 5200.1-R, paragraph 7-102/AFI 31-401,)] B
paragraph 6.3.)
(4) Transmitting Confidential Information (DOD 5200.1-R, paragraph 7-103/AFlI| B
31-401, paragraph 6.4.)
(5) Transmission of Classified Material to Foreign Governments (DOD 5200.1-R,| B
paragraph 7-104/appendix H/AF 31-401, paragraph 6.5./Attachment 6)
(6) Shipment of Freight (DOD 5200.1-R, paragraph 7-105) B

b. Preparation of Material for Transmission
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(1) Envelopesor Containers (DOD 5200.1-R, paragraph 7-200/AFI 31-401, para-
graph 6.6.)
(2) Addressing (DOD 5200.1-R, paragraph 7-201)

c. Escort or Hand-Carry of Classified Material

(1) General Provision (DOD 5200.1-R, paragraph 7-300)

(2) Documentation (DOD 5200.1-R, paragraph 7-301)

W

(3) Escort or Hand-Carrying Classified Aboard Commercial Passenger Aircraft
(DOD 5200.1-R, paragraph 7-302/AFI 31-501, paragraph 6.9.)

w

9. SPECIAL ACCESSPROGRAMS (SAPs)

a. Policy (DOD 5200.1-R, paragraph 8-100)

b. Specia Access Controls (DOD 5200.1-R, paragraph 6-801)

c. SAP Procedures (DOD 5200.1-R, paragraph 8-101)

d. Control and Administration (DOD 5200.1-R, paragraph 8-102/AFI 31-501, para-
graph 7.1.)

> > > >

e. Nicknames and Code Words (DOD 5200.1-R, paragraph 8-103F/AFI 31-501, para-
graph 7.2.)

>

f. Establishment of DOD SAPs (DOD 5200.1-R, paragraph 8-103/AFI 31-501)

g. Reviewsof SAPs (DOD 5200.1-R, paragraph 8-104)

h. Annual Reports and Revalidation (DOD 5200.1-R, paragraph 8-105)

i. Interim Reports (DOD 5200.1-R, paragraph 8-106)

j. Change of Classification (DOD 5200.1-R, paragraph 8-107)

k. Termination and Transitioning of SAPs (DOD 5200.1-R, paragraph 8-108)

> > > > > >

10. SECURITY EDUCATION AND TRAINING

a. Policy

(1) General Policy (DOD 5200.1-R, paragraph 9-100/AFI 31-401, paragraph 8.1.)

(2) Methodology (DOD 5200.1-R, paragraph 9-101/AFI 31-401, paragraph 8.2.)

> >

b. Initial Orientation

(1) Cleared Personnel (DOD 5200.1-R, paragraph 9-200/AFI 401, paragraph 8.4.)

(2) Uncleared Personnel (DOD 5200.1-R, paragraph 9-201/AFI 31-403 paragraph
8.5)

c. Special Requirements

(1) Genera (5200.1-R, paragraph 9-300)

(2) Origina Classifiers (DOD 5200.1-R, paragraph 9-301/AFI 31-401, paragraph
8.6.)

(3) Declassification Authorities Other Than Original Classifiers (DOD 5200.1-R,
paragraph 9-302/AFl 31-401, paragraph 8.7.)
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d. Derivative Classifiers, Security Personnel and Others (DOD 5200.1-R, paragraph| B A
9-303/AFI 31-401, paragraph 8.8.)
e. Continuing Security Education/Refresher Training
(1) Continuing Security Education (DOD 5200.1-R, paragraph 9-400) B A
(2) Refresher Training (DOD 5200.1-R, paragraph 9-401) B A
f. Termination Briefings
(1) Genera Policy (DOD 5200.1-R, paragraph 9-500) A A
(2) Procedures (AFI 31-403, paragraph 1.13) B
(3) Refusal to Sign Termination Statement (AFI 31-401, paragraph 8.14.) B
g. Program Oversight (DOD 5200.1-R, paragraph 9-600) B
h. Train the trainer B
i. LessonsLearned A A
11. ACTUAL OR POTENTIAL COMPROMISE OF CLASSIFIED INFOR-
MATION
a. Policy (DOD 5200.1-R, paragraph 10-100/AFI 31-401, paragraph 9.1.) A A
b. Reporting (DOD 5200.1-R, paragraph 10-101/AFI 31-401, paragraph 9.2.) B A
c. Inquiry/Investigation (DOD 5200.1-R, paragraph 10-102/AFI 31-401, paragraph| B A
9.3)
d. Results of Inquiry/Investigation (DOD 5200.1-R, paragraph 10-104/AFI 31-401,] B
paragraph 9.4.)
e. Additional Investigations (DOD 5200.1-R, paragraph 10-107) B
f. Verification, Reevaluation, and Damage Assessment (DOD 5200.1-R, 10-104/AFI A A
31-401, paragraph 9.5.)
g. Debriefing in Cases of Unauthorized Access (DOD 5200.1-R, paragraph 10-105) A
h. Management and Oversight (DOD 5200.1-R, paragraph 10-106/AFI 31-401, para-| B A
graph 9.6.)
i. Unauthorized Absences (DOD 5200.1-R, paragraph 10-108/AFI 31-401, paragraph| A

9.7)
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Attachment 9

IC 2000-2 TO AFI 31-401, INFORMATION SECURITY PROGRAM MANAGEMENT

15 DECEMBER 2000

SUMMARY OF REVISIONS

This change updates the office of primary responsibility; updates the table of contentsto reflect these
changes; completely revises Section 4B to include guidance on marking classified audio and video tapes,
and, implements astandard level of security for protecting classified material and components on aircraft
(paragraph 5.16). Seethelast attachment of the publication, IC 00-2, for the complete IC. A star indi-
cates revision from the previous edition.

OPR: HQ USAF/XOFI (Deborah Ross (Classification Management), Linda Patten (Safeguarding),
and Danny Green (Security Education)

Chapter 4—Marking
Section 4B Specific Markings on Documents
4.6.Audio and Video Tapes
4.7.Removable AlS Storage Media
4.8.Intelligence
Chapter 5—Safeguarding
Section 5C Safeguarding
5.16. Protecting Classified Material and Components on Aircraft
Chapter 4
MARKING
Section 4B—Specific Markings on Documents [Reference DOD 5200.1-R, Chapter 5, Section 2]

4.2.Reason for Classification. Inthe case of exempted information, the reason(s) for classification must
be consistent with the exemption category(ies). [Reference DOD 5200.1-R, Paragraph 5-203]

4.3.Declassification Instructions. The exemption category(ies) must be consistent with the reason(s)
used for classifying the information. [Reference DOD 5200.1-R, Paragraph 5-204]

4.4. Marking Waivers. Requesters send requests for marking waivers through command ISPM chan-
nelsto HQ USAF/XOFI. For Special Access Program (SAP) marking requirements, send requests
through command SAP channels to SAF/AAZ. [ Reference DOD 5200.1-R, Paragraph 5-206d]

4.5.Special Control and Similar Notices. [Reference DOD 5200.1-R, Paragraph 5-208]
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45.1. Communications Security (COMSEC). See AFI 33-211, Communications Security (COMSEC)
User Requirements, for additional guidance on marking COM SEC media. [Reference DOD 5200.1-R,
Paragraph 5-208d]

45.2. Technica Documents. See AFl 61-204, Disseminating Scientific and Technical Information, for
guidance on disseminating technical documents. [ Reference DOD 5200.1-R, Paragraph 5-208¢€]

45.3. SAPs. See AFI 16-701, Special Access Programs, for additional guidance on SAP documents.
[ Reference DOD 5200.1-R, Paragraph 5-208f]

4.5.4. Other Special Notices. See Attachment 2 for references. [ Reference DOD 5200.1-R, Paragraph
5-208h]

4.6.Audio and Video Tapes. Personnel responsible for marking and maintaining original classified
audio and video tapes that document raw test data do not need to include footers/headers showing the
applicable classification markings. However, the required classification markings must be placed on the
outside of the container and reel. All copies made from the original tapes must include headers/footers
that show the applicable classification markings. Thiswill help ensure that valuable historical test datais
not inadvertently erased during the classification marking process. [Reference DOD 5200.1-R, Para-
graphs 5-404 and 5-405]

4.7.Removable AIS Sorage Media. Personnel use SF Form 706, Top Secret ADP Media Classifica-
tion Label; SF Form 707, Secret ADP Media Classification Label; SF Form 708, Confidential ADP
Media Classification Label; SF Form 711, ADP Data Descriptor Label, on removable AlS storage
media. These are available through the Air Force Publications Distribution system. [Reference DOD
5200.1-R, Paragraphs 5-407 and 5-409a-b]

4.8.Intelligence. [Reference DOD 5200.1-R, Paragraph 5-410]

4.8.1. See AFl 14-302, Control, Protection, and Dissemination of Sensitive Compartmented Informa-
tion, for Air Force policy on intelligence. [Reference DOD 5200.1-R, Paragraph 5-410a-b]

4.8.2. The Specia Security Office (SSO) isthe focal point for release and dissemination of SCI. The
Director of Centra Intelligence Directive 5/6, Intelligence Disclosure Policy, provides criteriafor release
of intelligence to foreign officias. [Reference DOD 5200.1-R, Paragraph 5-410c]

Chapter 5
SAFEGUARDING

5.16. Protecting Classified Material and Componentson Aircraft. Classified material and compo-
nents are routinely carried on USAF aircraft. The purpose of this paragraph is to provide minimum stan-
dardsfor the protection of classified material and components while minimizing the impact on aircrew
operations. The following minimum standards are established to provide cost effective security of classi-
fied material and components and to ensure detection of unauthorized access.

5.16.1. Aircraft commanders (owners/users) are responsible for the protection of classified material and
components aboard their aircraft whether on aDOD facility, at acivilian airfield, or when stopping in for-
eign countries in accordance with DOD 5200.1R, paragraph 6-300. Aircraft commanders should consult
with the local ISPM or senior security forces representative for assistance in complying with these
requirements.
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5.16.2. To provide security-in-depth for classified components and material on aircraft, park the aircraft
in an established restricted area or equivalent if the aircraft is designated Protection Level (PL) 1, 2, or 3.
Refer to AFI 31-101, Air Force Installation Security Program, for details about protection levels.

5.16.2.1. Lock the aircraft, when possible, using a GSA-approved changeable combination padlock (Fed-
eral Specification FF-P-110 series) to secure the crew entry door, and/or

5.16.2.2. Place all removable classified material (e.g., paper documents, floppy disks, videotapes) in a
storage container secured with a GSA-approved lock. The storage container must be a seamless metal (or
similar construction) box or one with welded seams and a lockable hinged top secured to the aircraft.
Hinges must be either internally mounted or welded. Containersinstalled for storage of weapons may
also be used to store classified material even if weapons/ammunition are present, provided the criteria
listed above have been met.

5.16.2.2.1. Havethe aircraft and container checked for tampering every 12 hours. If unable to comply
with the 12 hours due to crew rest, perform these checks no later than 1 hour after official end of crew rest.

5.16.2.2.2. Zeroize keyed communications security (COM SEC) equipment asrequired by AFKAG-1, Air
Force Communications Security (COMSEC) Operations.

5.16.2.3. If the aircraft cannot be locked and is not equipped with a storage container, place the remov-
able classified in an approved security container in an authorized U.S. facility. Classified components,
attached to the aircraft, do not have to be removed.

5.16.3. To provide security-in-depth for classified components and material on PL 4 or non-PL aircraft,
park the aircraft in a controlled area. PL 4 and non-PL aircraft should not be parked in arestricted area
due to use of force limitations.

5.16.3.1. Lock the aircraft using a GSA-approved changeable combination padlock (Federal Specifica-
tion FF-P-110 series) to secure the crew entry door, and

5.16.3.2. Secure removable classified material IAW paragraph 5.16.2.2 or 5.16.2.3.

5.16.4. At non-U.S. controlled locations, host nation restricted/controlled areas may be used only if all
material and components aboard the aircraft have been approved for release to the host nation by a cogni-
zant foreign disclosure authority. Material should be secured |AW paragraph 5.16.2 for restricted areas
and paragraph 5.16.3 for controlled areas.

5.16.5. If the aircraft cannot be parked in arestricted/controlled area:

5.16.5.1. Place removable classified material in a storage container and secure the container as described
inparagraph 5.16.2.2. Lock all aircraft egress points or securethem fromtheinside. Seal theaircraft with
tamperproof seals such as evidence tape, numerically accountable metal, or plastic seals.

5.16.5.2. If the aircraft can be locked and sealed but there is no storage container, remove all removable
classified material and storeit in an approved security container in an authorized U.S. facility. Classified
components (e.g., AAR 47, ALE 47, etc.) may be stored in alocked and sealed aircraft.

5.16.5.3. If theaircraft cannot be locked and sealed and no storage container isavailable, off-load all clas-
sified material and components to an approved security container in an authorized U.S. facility.

5.16.5.4. If none of the above criteria can be met, U.S. cleared personnel must provide continuous sur-
veillance. Foreign national personnel cleared by their government may be used if all material and compo-
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nents aboard the aircraft have been approved for release to the host nation by a cognizant foreign
disclosure authority.

5.16.6. MAJCOM/FOA/DRUs determine specific risk management security standards for weather
diverts and in-flight emergencies.

5.16.7. If evidence exists of unauthorized entry, initiate a security investigation |AW Chapter 9 of this
AFI.

Attachment 1
References
AFI 31-101, Air Force Installation Security Program
AFKAG-1, Air Force Communications Security (COMSEC) Operations
AFI 31-101, Volume , Air Force Physical Security Program (DELETE)



